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DISTRICT COUNCIL
Te Kaunihera aa Takiwaa o Waoikato

Open Meeting

To | Audit & Risk Committee

From | Gavin lon
Chief Executive

Date | 13 July 2017
Prepared by | Rose Gray
Council Support Manager
Chief Executive Approved | Y
Reference # | GOVI318
Report Title | Confirmation of Minutes

l. EXECUTIVE SUMMARY

To confirm the minutes of the Audit & Risk Committee held on Wednesday 5 July 2017.

2. RECOMMENDATION

THAT the minutes of the Audit & Risk Committee held on Wednesday 5 July
2017 be confirmed as a true and correct record of that meeting.

3. ATTACHMENTS

Minutes
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DISTRICT COUNCIL
Te Kaunihera aa Takiwaa o Waoikato

MINUTES of a meeting of the Audit & Risk Committee of the Waikato District Council
held in the Committee Rooms | and 2, District Office, |15 Galileo Street, Ngaruawahia held
on WEDNESDAY 5 JULY 2017 commencing at 9.10am.

Present:

Ms M Devlin (Chairperson)

Cr AD Bech

Cr DW Fulton (Acting for His Worship the Mayor)
Cr JM Gibb

Cr BL Main

Cr JD Sedgwick

Attending:

Cr NMD Smith

Mr GJ lon (Chief Executive)

Mr TG Whittaker (General Manager Strategy & Support)
Mr T Harty (General Manager Service Delivery)

Ms A Parquist (Acting General Manager Customer Delivery)
Mrs R] Gray (Council Support Manager)

Ms A Diaz (Finance Manager)

Mrs K Jenkins (Project Management Advisor)

Ms M Russo (Corporate Planner)

Mr A Marais (GIS Team Leader)

Ms M Proctor (Audit Manager Audit New Zealand)

Mr L Pieterse (Director Audit New Zealand)

Ms M Baena-Escamilla (Continuous Improvement Analyst)
Mr K Lockley (Zero Harm Manager)

Mrs G Jones (Legal Counsel)

Mr S Pandey (Asset Management Team Leader, Waters)
Ms | Remihana (Programme Delivery Manager)

Mrs V Jenkins (HR Manager)

Mr K Pavlovich (Compliance and Income Team Leader)
Mr P Storey (Raglan Kopua Holiday Park Board Member)
Ms L Wilkins (Bizworx Consultancy Ltd)

Mr B MaclLeod (Raglan Kopua Holiday Park Board Member)
Mr D Sutton (KPMG)

Mr B Nand (KPMG)
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APOLOGIES AND LEAVE OF ABSENCE

Resolved: (Crs Sedgwick/Main)
THAT an apology be received from His Worship the Mayor, Mr Sanson.

CARRIED A&R1707/01

CONFIRMATION OF STATUS OF AGENDA ITEMS

Resolved: (Crs Sedgwick/Gibb)

THAT the agenda for a meeting of the Audit & Risk Committee held on
Wednesday 5 July 2017 be confirmed and all items therein be considered in open
meeting with the exception of those items detailed at agenda item 7 which shall
be discussed with the public excluded;

AND THAT all reports be received;

AND FURTHER THAT in accordance with Standing Order 9.4 the order of
business be changed with agenda item 7, Exclusion of the Public being
considered following agenda item 4 and agenda item 5.4 be considered when
appropriate.

CARRIED A&R1707/02

DISCLOSURES OF INTEREST

The Chair, Ms Devlin, advised members of the Committee that there were references to
City Care in reports in the agenda. She declared an interest as a Director of City Care. It
was also noted that there were no decisions required in respect of City Care.

Cr Gibb advised members of the Committee that she declared a non-financial conflict of
interest in item PEX 2.4 [Contract and Procurement Issues].

CONFIRMATION OF MINUTES

Resolved: (Crs Bech/Main)
THAT the minutes of a meeting of the Audit & Risk Committee held on
Wednesday 22 March 2017 be confirmed as a true and correct record of that

meeting.

CARRIED A&R1707/03

Waikato District Council
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EXCLUSION OF THE PUBLIC
Agenda Item 7

Resolved: (Crs Gibb/Bech)

THAT the public be excluded from the meeting to enable the Audit & Risk
Committee to deliberate and make decisions on the following items of business:

a. Confirmation of Minutes dated 22 March 2017
REPORTS
a. Raglan Kopua Holiday Camp Park Internal Controls Review

This resolution is made in reliance on section 48(1)(a) and 48(2)(a) of the Local
Government Official Information and Meetings Act 1987 and the particular
interest or interests protected by sections 6 or 7 of that Act which would be
prejudiced by the holding of the whole or the relevant part(s) of the proceedings
of the meeting in public are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the

withhold exists under: passing of this resolution is:

Section 7(2)(a) Section 48(1)(a)(d)

b. Professional Negligence and Weathertight Homes Claims - Six Month
Report

This resolution is made in reliance on section 48(1)(a) and 48(2)(a) of the Local
Government Official Information and Meetings Act 1987 and the particular
interest or interests protected by sections 6 or 7 of that Act which would be
prejudiced by the holding of the whole or the relevant part(s) of the proceedings
of the meeting in public are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the

withhold exists under: passing of this resolution is:
Section 7(2)(a) Section 48(1)(a)(i)
c. Register of Members’ Interests Elected Members & Senior Staff

This resolution is made in reliance on section 48(1)(a) and 48(2)(a) of the Local
Government Official Information and Meetings Act 1987 and the particular
interest or interests protected by sections 6 or 7 of that Act which would be
prejudiced by the holding of the whole or the relevant part(s) of the proceedings
of the meeting in public are as follows:
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Reason for passing this resolution to Ground(s) under section 48(1) for the

withhold exists under: passing of this resolution is:
Section 7(2)(f)(i)(ii)(h)(i)(j) Section 48(1)(a)(d)
d. Contract and Procurement Issues

This resolution is made in reliance on section 48(1)(a) and 48(2)(a) of the Local
Government Official Information and Meetings Act 1987 and the particular
interest or interests protected by sections 6 or 7 of that Act which would be
prejudiced by the holding of the whole or the relevant part(s) of the proceedings
of the meeting in public are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the

withhold exists under: passing of this resolution is:
Section 7(2)(b)(i)(ii) Section 48(1)(d)
e. Fraud Declaration

This resolution is made in reliance on section 48(1)(a) and 48(2)(a) of the Local
Government Official Information and Meetings Act 1987 and the particular
interest or interests protected by sections 6 or 7 of that Act which would be
prejudiced by the holding of the whole or the relevant part(s) of the proceedings
of the meeting in public are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the
withhold exists under: passing of this resolution is:

Section 7(2)(a) Section 48(1)(a)(d)
f. Committee Time with Audit New Zealand

This resolution is made in reliance on section 48(1)(a) and 48(2)(a) of the Local
Government Official Information and Meetings Act 1987 and the particular
interest or interests protected by sections 6 or 7 of that Act which would be
prejudiced by the holding of the whole or the relevant part(s) of the proceedings
of the meeting in public are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the
withhold exists under: passing of this resolution is:

Section 7(2)(f)(g)(h)())() Section 48(1)(a)(d)

AND THAT Ms Devlin (Chair), Mr Pieterse and Ms Procter (Audit New
Zealand) remain in the meeting after the public has been excluded to facilitate
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the discussion on item PEX 7 [Public excluded items] in the public excluded
section of the meeting;

AND FURTHER THAT Mr Storey, Mr MacLeod and Ms Wilkins remain in the
meeting after the public have been excluded for agenda item 2.1 [Raglan Kopua
Holiday Camp Park Internal Controls Review] with speaking rights given to Mr
Storey.

CARRIED A&R1707/04

Resolutions A&R1707/05 — A&RI1706/06 are contained in the public excluded section of these
minutes.

Having resumed open meeting, the meeting adjourned at | I.15am and resumed at | [.3 1am.

REPORTS

Waikato District Council’s Approach to the Impact of Disruptive Technology — Progress

Report
Agenda Item 5.1

The report was received [A&R1707/02 refers].

The Asset Management Team Leader, Waters took the report as read and spoke of the
workshops that had been held on disruptive technology.

Strategic Risk Update
Agenda Item 5.2

The report was received [A&R1707/02 refers].

The Project Management Advisor took the report as read and spoke of reviewing the
inherent risk level for cyber security.

A request was made for the impact on Council reputation be considered as part of all the
strategic risks.

Procurement and Contract Management Review
Agenda Item 5.3

The report was received [A&R1707/02 refers].

The Procurement Manager took the report as read and highlighted the following key issues:

- reviewed and reduced a lot of processes

Waikato District Council
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- improved contract management and contract management systems

- workshops being held for training.
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2016/17 Annual Report Risk Assessment
Agenda Item 5.5

The report was received [A&R1707/02 refers].

The Finance Manager took the report as read and highlighted the following key issues:

- timing risk element for audit of Strada Corporation Limited

- timing of valuation report from the Valuers for parks and reserves assets — this may be
delayed owing to health issues of the Valuer. There may be some slippage in our own
internal timing but this should not affect the overall final audit process.

Audit Arrangement Letters
Agenda Item 5.6

Tabled:

Audit NZ’s letter to His Worship the Mayor regarding the Proposal to conduct the audit of
Waikato District Council on behalf of the Auditor-General for the 2017, 2018 and 2019
financial years

The report was received [A&R1707/02 refers].

The Finance Manager took the report as read and discussion was held.

In response to a question raised, Mr Pieterse confirmed that in conjunction with Council
staff, Audit NZ agreed to continue to explore options for further efficiencies. However, the
fees proposed were a reasonable reflection of the work required.

WannaCry Cyber Threat Update
Agenda Item 5.4

The report was received [A&R[707/02 refers].

The GIS Team Leader took the report as read and discussion was held on the following
issues:

- prioritising of fire walls etc and communication with staff to be aware of incoming spikes

- patching programme implemented recently giving technical staff appropriate windows and
timings to ensure work is carried out

- discussion has been held with security companies. It was agreed that penetration testing
would be considered to provide greater insight into the integrity of the system.

- level of engagement with the external environment in which we operate in.  Business
continuity plan in place. Downer and City Care are aware of challenges and issues.
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- risk register — residual risk for cyber security may need to increase to moderate rather
than low.

- backup system in place and tests on recovery carried out.

Drinking VWater
Agenda Item 5.7

The report was received [A&R1707/02 refers].

The Compliance Income Team Leader took the report as read. The following issues were
discussed:

- basic contingency plans

- emergency management process

- use of social media as part of emergency communications processes
- tracking of maintenance tasks for auditing

- gaps in processes and procedures

- DWA unit — staffing resource

It was noted that Water NZ had published a report, which had been passed on to our
Councillors from the first stage of the Havelock North report.

Zero Harm Update
Agenda Item 6.1

The report was received [A&R1707/02 refers].

The Zero Harm Manager took the report as read and highlighted the following key points:

- positive aspects of report in relation to council being fully subscribed to the Waikato Bay
of Plenty LASS contractor prequalification schedule

- replacement of the ACC work practices safety programme that has been trialled under a
star safety ranking system

- quarterly report required trends/improvements categorised

- recent staff survey shows increase in confidence in staff with zero harm and welfare and
making this a high priority.

Waikato District Council
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Update on Progress Against Audit issues
Agenda Item 6.2

The report was received [A&R1707/02 refers].

The Corporate Planner took the report as read and highlighted the following key points:
- completed a further |9 issues from the last quarter

- significant progress has been made in the areas of risk management and project
management

- progress in procurement and contract management work to move to completed.

Organisational Risk Direction
Agenda Item 6.3

The report was received [A&R1707/02 refers] and discussion was held.

The Project Management Advisor took the report as read and highlighted the following key
points:

- communication being carried out on TedEx Talks regarding risk, gap between tiers and
the impact on the organisation

- conversations being held on treatments and risks that staff are responsible for.

The Chair acknowledged that embedding risk as part of day to day business, owned by the
business.

Project Lessons Learnt Summary
Agenda Item 6.4

The report was received [A&R1707/02 refers].
The Project Management Advisor took the report as read and provided a brief overview.
The Chair congratulated management on the report.
The Chair requested that future reports should include the following criteria:
- Delivery against the budget
- Timeline

- Objectives.

Waikato District Council
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Update on Process Audit and Quality Improvement
Agenda Item 6.5

The report was received [A&R1707/02 refers] and discussion was held.

The Continuous Improvement Analyst took the report as read and provided a brief
overview.

Updated Future Workplan
Agenda Item 6.6

The report was received [A&R[707/02 refers].

There being no further business the meeting was declared closed at 1.01pm.

Minutes approved and confirmed this day of 2017.

Margaret Devlin
CHAIRPERSON
Minutes/170705A&R

Waikato District Council
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Open Meeting

To | Audit & Risk Committee

From | Margaret Devlin
Chair Audit & Risk Committee

Date | 12 September 2017
Chief Executive Approved | Y
Reference # | GOVI318/ 1804359
Report Title | Audit & Risk Committee Key Achievements

l. EXECUTIVE SUMMARY

The objective of the Audit & Risk Committee (“the Committee”) is to provide independent
assurance and assistance on Council’s risk, control and compliance framework, and its
external accountability responsibilities.

This report provides a summary of the key achievements of the Committee in accordance
with its terms of reference and reports on progress made against its programme of works.

2. RECOMMENDATION

THAT the report from the Chair Audit & Risk Committee be received.

3. DISCUSSION

The following provides a summary of the key achievements of the Committee in accordance
with their terms of reference and the work programme established for the year. The
Committee’s annual work programme addresses key risk items and planned topics in
addition to standing items where updates are provided at each meeting.

Risk Management

The Committee reviews whether Council has in place a current and comprehensive risk
management framework and associated procedures for effective identification and
management of Council’s strategic risks. = The strategic risks identified by the
Committee are:

= Zero Harm - Significant harm is caused to workers, or others, due to poor or inactive
health and safety procedures, noncompliance with legislative requirements and reforms,
and or inadequate governance of contractual health and safety requirements
and management.

Page | Version 5
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Stakeholder Engagement — Council fails to deliver its core objective of having the
most engaged community by 2020 due to customers, communities, Iwi and key
stakeholders being disengaged as a result of poor customer and stakeholder assessment
and management and or inadequate or inappropriate engagement practices
and procedures.

Economic & Social Development — Waikato district suffers inhibited economic and
social development and or missed funding opportunity as a result of inadequate planning,
inefficient procurement and investment strategy or insufficient engagement with key
stakeholders at a local, regional or national level.

Projects & Initiatives — Council experiences diminished public confidence, financial
loss and or fails to produce required project benefits due to failure to deliver planned
assets and or technologies as a result of poor delivery of programmes and projects or
due to a lack of resource capability.

Compliance Management — Exposure to significant financial loss, harm and or
significant business disruption as a result of failure to meet, or non-compliance with,
legislative, regulatory or policy requirements.

Business Resilience — Business function is significantly interrupted due to a lack of
business continuity planning and organisational resilience.

People & Culture — Business outcomes are significantly impacted due to inability to
attract and or retain appropriate staff or as a result of undesirable workplace culture.

Cyber Security — Council function is significantly interrupted and or suffers legislative
breaches as a result of unauthorized access facilitating theft of privileged information,
malicious code and or virus introduction due to external cyber attack or employee
behaviour.

Regional/National Strategic Planning — Waikato District is significantly impacted
and or suffers disruption to business function as a result of local or national government
reforms, decentralization and delegation of authority or through other external or
internal authoritative influences.

Asset Management — Failure to provide sustained delivery of core services due to
deficient asset planning, forecasting and or development, inadequate knowledge of
existing asset condition and or ineffective management of assets.

Sub-Regional Waters CCO - Significant disruption to business function as a result of
poor engagement and communication practices, loss of resources (staff), insufficient
knowledge transfer or incompatible systems and or operating procedures.

Council Partnerships — Council operations are significantly impacted and or Council
suffers diminished public confidence as a result of failed or inadequate delivery of
services, inappropriate engagement practices or display of inconsistent values by
Partnership enterprises.

following initiatives have contributed to progress in embedding a risk management

culture at Council.

Completed

* Conduct a risk maturity review (facilitated by KPMG)

= Executive risk management training

Page 2
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Executive risk appetite workshop

All organisation Risk Management training (Promapp tool)

Implementation of a Project Management Forum

Development of a Project Management Strategic Road-Map

Update of the strategic risk register with the support of KPMG

Launch of the BWare hazard management system

Cross organisational distribution of the Zero Harm Critical Risk Register (Promapp)

Annual Insurance renewal programme was completed in November. This included a
review of all current policies.

In Progress

The Organisational Risk Awareness project — The project will review, assess and update
the existing Risk Management Framework, associated processes and tools and deliver a
functional training plan that includes structured support processes to improve Risk
Management awareness across the organisation.

Development of a Project Management Forum programme of works — The programme
consists of six project workstreams:

— Implement an Enterprise Portfolio Framework

— Develop updated and agreed cross organisational Project Management Standards
— Update the Project Management Tool Kit

— Design and deliver Project Management Training

— Implement a Project Management Continuous Improvement Framework

— Engage organisation in Project Management requirements

Relationship development between Zero Harm team and Risk Coordinator to refine risk
activity and remove duplication of hazard management activity.

Organisational Leadership and workplace culture project work-stream — An internal
project work-stream associated with organisational culture and leadership. Activities
include workshops, leadership development courses and online resources to support the
development of People leaders to encourage a healthy workplace culture including the
adoption of required work place practice.

Control Framework

The Committee has responsibility for reviewing the effectiveness of the internal control
framework. The following summarises key achievements in this area:

Zero Harm — review of Council’s Health and Safety dashboard progress and
performance and a review of Council’s Health and Safety Framework. This remains a
standing item for all Committee meetings.

Internal Audit — the Committee has developed an internal audit programme, of which
two audits are independently undertaken each year. However, this year additional audit
work has been undertaken, including Procurement Management, Contract Management,
Payroll System and Drinking Water reviews. The Committee also reviews the key
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process compliance audits with the results and recommendations reported to the
Committee at each meeting.

Policies — Updates and creation of new policies are included as a standing agenda item at
each meeting. This provides the Committee an opportunity to input from a risk
perspective and to ensure policies are being appropriately reviewed and updated.

Risk Framework — A risk awareness project has been initiated that will look to increase
staff skill, awareness and compliance with the risk management framework. An
independent Risk Maturity assessment is being undertaken by KPMG as part of
this project.

Business continuity — A business continuity framework has been implemented. Policy is
being reviewed and the creation of related processes is ongoing. Key business continuity
process however have been completed.

Strategy — A draft Anti-Fraud and Corruption Strategy was reviewed and recommended
to Council for adoption.

Post Project Reviews — Crypto Virus Attack, WannaCry Cyber Threat, Solid Waste
Project Review, IT backup and disaster recovery systems, Electronic Purchase Ordering
System and District Plan online forms project.

Internal Audit

The following summarises key achievements in this area:

A Procurement and Contract Management internal audit was undertaken. The
implementation of actions from this audit is ongoing with progress updates provided to
the Committee at each meeting.

The internal audit assurance programme (undertaken by staff) has been reviewed and
structured to complement the external internal audit programme to avoid duplication.
This audit programme is a standing item for all Committee meetings.

External Audit

The following summarises key achievements in this area:

Audit NZ is invited to all Committee meetings. Audit NZ and Management have worked
together to identify and implement improvements to the external audit process. There
has been considerable progress made in addressing the efficiency of this process. The
Committee reviewed the Annual Report from a risk perspective and provided support
to Council for adoption.

NZ Transport Agency undertook an Investment Audit. NZ Transport Agency and
Management have worked together to identify and implement improvements. The audit
outcome was positive with a number of improvements noted.

In line with recognised best practice governance the Committee meetings incorporate a
session with Audit NZ only (excluding management).
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4, CONCLUSION

The Audit & Risk Committee considers that good progress has been made in a number of
areas in the 2016/17 financial year. The Committee will continue to monitor progress and
implement measures to enhance the control, compliance and risk framework within Council.

5. ATTACHMENTS

NIL

Page 5 Version 4.0
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Te Kaunihera aa Takiwaa o Waoikato

Open Meeting

To | Audit & Risk Committee

From | Tony Whittaker
General Manager Strategy & Support

Date | 12 September 2017

Prepared by | Alison Diaz
Finance Manager

Chief Executive Approved | Y
Reference # | GOVI318/ 1805755
Report Title | 2016/17 Annual Report Audit

l. EXECUTIVE SUMMARY

The key issues identified as potential areas of risk for the delivery of the 2016/17
Annual Report audit were presented to the committee in July. The final audit is complete,
subject to final review and staff expect verbal clearance to be received at the Audit & Risk
Committee meeting.

The identified risks were well managed and enabled staff and Audit New Zealand to
complete the final audit within the overall timeframe. Despite delays with the
Strada Corporation Limited (“Strada”) audit and an unforeseen issue relating to the
treatment of council’s investment in the Waikato Regional Airport Limited (“VWRAL”).
A valuation error for three waters has resulted in a difference, that while not material, is
noted in our audit error schedule as it remains unadjusted.

An update from Audit New Zealand is attached to this report.

2. RECOMMENDATION

THAT the report from the General Manager Strategy & Support be received;

AND THAT from a risk assessment perspective the Audit & Risk Committee
recommend to Council that the 2016/17 Annual Report be adopted.

3. BACKGROUND

The audit arrangements letter outlined the key issues for the 2016/17 audit. The related
audit requirements and mitigation measures to be employed to deliver the Annual Report
were presented to the Audit & Risk Committee in July.
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Audit New Zealand have indicated that they expect to issue an unmodified opinion once final
reviews have taken place.

4.

DISCUSSION AND ANALYSIS OF OPTIONS

4.1

AUDIT NEW ZEALAND

The Audit Arrangements letter identified the following areas of focus:

l.

Property, plant & equipment

Assets will be valued in accordance with PBE IPSAS 17. All infrastructure assets are to
be revalued this year. The scope of the valuation, the competence of the valuer, the
completeness of data and reasonableness of assumptions will all be reviewed. The valuer
will need to provide assurances that the valuation has been completed in accordance
with valuation and accounting standards.

As noted all infrastructural assets were revalued. Land and Building
(operational and restricted assets) were also revalued. A three waters
valuation error was identified by staff at the commencement of the audit
relating to the spreadsheets submitted to support the final valuation. As
audit were already on site and the error was deemed to be immaterial, this
error has remained unadjusted. A lot of effort went into agreeing scope
including review of valuer files at the draft stage. The valuer’s peer review
before submission of final documents needs further attention for next
year’s process.

Development contributions

Development and financial contributions form a significant part of revenue and funding
for capital projects amounting to $9.5 million in 2015/16. The long-term plan
development contributions budget for 2016/17 is $8 million. The council’s controls will
be reviewed to check that contributions are being charged in accordance with the
policy. The use and application of development contribution funds will also be reviewed.
Accounting treatment of assets that have been vested will also be reviewed for
compliance with accounting standards.

Processes were reviewed over the past year to ensure successful
implementation of Councils new policy. The activity is supported by a
dedicated Development Contributions Coordinator role and a new software
module which supports the assessment and invoicing of development
contributions. Use of development contributions is linked directly to funding
of individual projects. The process to manage development contribution
related assets vested to council as part of a subdivision is working well and no
issues were identified.

Contract management

Contract management is an important component of procurement, being the effective
management and monitoring of the delivery of goods or services to the agreed levels. It
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is essential that Council obtains value for money from the contracts its procurement
processes have put in place. The previous audit made recommendations for continuous
improvement in procurement and contract management.  Progress on these
recommendations will be reviewed, particularly processes and practices relating to
contract management. Where particular risks are identified additional work may be
carried out to review policies, procedures or approach to contract management
in practice.

Contract management is not currently supported by software or single
repository for information. A number of other internal audit
recommendations are complete and others in progress. Options are being
investigated for implementation during the 2017/18 financial year, subject to
any resource constraints.

4. Statement of service provision

Systems, processes and controls that the council has put in place to accurately report
against LTP performance measures will be reviewed. There will also be focus on the
quality of the overall story being told by the performance reporting, the reliability and
accuracy of the reporting and the completeness of reporting against the framework
outlined in the LTP.

LTP performance measures, new or otherwise, have been accurately
reported and the overall story is supported by these results.

5. Vesting assets from the New Zealand Transport Agency (NZTA)

The construction of the Rangiriri and Huntly sections of the Waikato Expressway has
commenced, with completion expected in 2017 and 2020 respectively. Once completed
the sections of previous state highway will be transferred to Council. The expectation is
that this will increase the roading maintenance expenditure. When the vesting occurs
the accounting treatment will be checked for compliance with accounting standards.

Despite a budgeted amount, no assets were vested in the 2016/17 financial
year or immediately following balance date.

6. Management Override

Professional standards require us to assess risks in all audits we perform including the
risk of management override of control. Management are in a powerful position to
perpetrate fraud due to its ability to override controls that appear to be operating
effectively. Substantive audit procedures will be undertaken, including review of journal
entries, accounting estimates and significant transactions that are outside normal course
of business. Random sampling will be used to incorporate unpredictability. An
assessment on relevant controls will be undertaken to ensure controls are designed to
reduce the risk of override.

Changes to address recent internal audit recommendations, including those
from externally conducted internal audits, are yet to be completed. Work
will continue during 2017/18 in this space. The actions will be included in the
regular progress report for Audit & Risk Committee monitoring.
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7. Areas of interest for all local authorities

Other areas that will be addressed relate to Debenture Trust Deed compliance,
compliance with the Local Government (Rating) Act 2002, whether elected member
remuneration and allowances were paid as per the Local Government Elected Members
Determination, whether the Summary Annual Report contains the major matters of the
Annual Report and that it complies with PBE FRS43 and appropriate disclosures have
been made throughout the Annual Report (such as severance payments and regulatory
requirements).

4.2 TIMING RISK

In addition to the Audit New Zealand areas of focus, the following item was identified as a
possible timing risk for meeting the audit timeframes:

8. Timing of Strada Corporation Limited audit

It is our understanding that the same external agency (Deloitte’s) will be preparing the
annual accounts. Staff will make contact to agree overall timeframes.

Deloitte’s have prepared annual accounts, however, council’s understanding
is that the process was delayed as book-keeping had not been kept up to date.
This has had a flow-on effect for councils audit timings.

4.3 WRAL INVESTMENT

The valuation basis for Council’s investment in WRAL became a key issue which required
involvement of Audit New Zealand’s technical team. Council has always valued this
investment at cost as there is no active market and the increase in value was always
considered to be neglible.

The latest balance sheet based on fair value has shown a significant increase in net equity. It

is considered that the share of this increase needed to be reflected in Council’s balance
sheet as the amount was significant. This adjustment has been made.

5. ATTACHMENTS

Audit New Zealand Update to the Audit & Risk Committee — 14 September 2017

Page 4 Version 4.0
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Mana Arotake Aotearoa

Waikato District Council

Update to the Audit and Risk Committee - 22 September 2017

Date of this update: 14 September 2017

Audit update

We expect to issue unmodified audit reports (opinions) on the adopted annual report and
summary annual report once our final audit reviews have been completed and on receipt of
signed representation letters.

We will provide a verbal update at the meeting.

We have discussed our detailed findings with management during the audit and these will be
reported in greater detail as part of our final management report.

Please consider the items under “General Discussion” below and update us on anything that we
should be aware of in relation to Subsequent Events, Fraud, Related Parties (disclosure) and
Legislative Compliance.

Areas of audit emphasis

Subject to final reviews, we are comfortable that there are no material errors or issues with the
following areas of focus which were reported in our Audit Arrangements Letter dated 28 April

2017:

. plant, property and equipment;
° development contributions; and
i contract management.

Audit progress

o We are pleased to report we noted better delivery of the draft annual report and
summary annual report — this allowed for a smooth audit process and queries were
able to be addressed quickly. A good audit substantiation file was provided that
allowed work to progress better than in prior years.

o The revaluation process at Council also improved significantly and most of the
questions raised by us have already been raised by management.

o The audit of Strada has been delayed. It is unlikely that the Strada audit opinion will
be signed before the statutory deadline (30 September). We do not expect this to
have a significant impact on the group figures in the annual report.

. The Waikato District Community Wellbeing Trust audit has gone well. The audit report
will not be signed before the statutory deadline due to the outstanding GMI report
(as in prior years). As in the prior years, we do not expect this to have a significant
impact on the group figures in the annual report.

AS2.e - H618WaikatoDC17J - 30-06-2017
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Independence

o We confirm that we have complied with the independence requirements of the
Auditor-General which include the requirements of the International Standards of
Auditing and, where necessary, have ensured audit staff have been restricted from
certain areas of the audit to avoid potential conflicts.

Progress against key deliverables

Detail Agreed Actual / Estimated
Draft annual report and summary annual report 23 August 2017 23 August 2017
available to Audit

Final annual report and summary annual report 18 September 2017 18 September 2017
available to Audit

Verbal audit clearance 27 September 2017 27 September 2017
Adoption of the Annual Report (and audit opinion | 9 October 2017 9 October 2017
issued)

Management Report:
L Draft 27 September 2017 27 September 2017
. Final 9 October 2017 9 October 2017

General discussion (based on our Engagement Letter)
Subsequent events
Please let us know if you are aware of any circumstances that could impact on, or should be

disclosed in, the Annual Report that happened since year end up to the adoption of the Annual
Report.

Fraud
° Please let us know if you are aware of any actual or suspected frauds.
° We have received fraud questionnaires and will include specific representations in the

letter of representation about your responsibility to ensure systems and controls are in
place to mitigate or detect fraud.

Related parties

Please ensure you are comfortable with the Related Party disclosure in the Financial
Statements. If not, please inform us.

Legislative compliance
It is the responsibility of the Council to ensure compliance with legislation.

We only look at, and report against, legislative compliance that could impact on our opinion.

AS2.e - H618WaikatoDC17J - 30-06-2017 2
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Open Meeting

To | Audit & Risk Committee

From | Tony Whittaker
General Manager Strategy & Support

Date | || September 2017
Chief Executive Approved | Y
Reference # | GOVI318/ 1801493
Report Title | Raglan Kopua Holiday Camp Charter

l. EXECUTIVE SUMMARY

The Audit & Risk Committee (“the Committee”) received a report on the internal controls
review undertaken by KPMG at the last meeting on 05 July 2017. One of the key
recommendations was to review the current responsibilities of the Raglan Kopua Holiday
Camp Board (“Camp Board”) and ensure there is adequate segregation between governance
and management. The Committee requested this issue be given some urgency and reported
to its next meeting.

A Charter has been prepared which clarifies the role of the Camp Board using best practice
guidance from an Institute of Directors framework. This Charter has now been discussed
and confirmed with the Camp Board. The Charter is attached for the Committee’s
information. It will also be presented to Council for adoption.

2. RECOMMENDATION

THAT the report from the General Manager Strategy & Support be received.

3. ATTACHMENTS

Raglan Kopua Holiday Camp Charter

Page | Version 2
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Raglan Kopua Holiday Park Board Charter
Part | — Interpretation
In this charter:

* Act means the Local Government Act 2002

* Board means the Board of the Camp

= Business means the business of the Camp

= Camp goals means the goals of the Camp as set out in part 2

= Management means the management personnel of the Camp, including the senior
management representative appointed by the Council Chief Executive

= Management limitations means the limitations on the actions of management as set out
in Part 4

= Stakeholders mean the Raglan Community and Council.

Part la — Legislative Framework

The Raglan Kopua Holiday Park (‘the Camp”) Board is established pursuant to Clause 30
of Schedule 7 of the Act. Pursuant to Clause 32 of Schedule 7 of the Act the Board shall
act according to this Charter.

Part 2 — Camp goals
General

The purpose of the Board is to ensure an efficient, effective and sustainable Raglan Camp
operation which is in the long term interests of the Raglan Community and Council, at no
direct cost to ratepayers.

The capital and resources of the Camp will be allocated to those assets and activities which
will enable it to achieve the Camp goals in a manner that best serves the interests of the
stakeholders as a whole.

The Council has appointed the Board to also assist with responsibilities under the Deed of
Gift.

Part 3 — Board governance process
Role of the Board

The role of the Board is to effectively represent, and promote the interests of, Council and
other stakeholders, with a view to adding long-term value to the Camp and Community.
Having regard to its role the Board will oversee the business and affairs of the Camp
including, in particular:

= ensuring that the Camp goals are clearly established, and strategies are in place for
achieving them (such strategies being expected to originate, in the first instance, from
management)

= establishing policies for strengthening the performance of the Camp including ensuring
that management is proactively seeking to build the business through innovation,
initiative, technology and new products as required

= monitoring the performance of management

* in conjunction with Council, both appointing the Camp Manager, and where necessary,
terminating the Camp Manager’s employment (the terms of employment contract are set by
Council).

= deciding on whatever steps are necessary to protect the Camp’s financial position and
the ability to meet its debts and other obligations when they fall due, and ensuring that
such steps are taken
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= ensuring the Camp’s financial statements are true and fair and otherwise conform with
law

= ensuring the Camp adheres to high standards of ethics and corporate behaviour

= ensuring the Camp has appropriate risk management and regulatory compliance policies
in place, including effective Health and Safety policies and procedures

= ensuring recommendations highlighted in internal audit reports are actioned by
management

= ensuring adherence to Council’s policies and procedures

= providing reports to the Raglan Community Board and Infrastructure Committee of
Council (or its successor)

= ensuring adherence to Council’'s Code of Conduct.

In the normal course of events, day-to-day management of the Camp will be in the hands of
council management.

The Board will satisfy itself that the Camp is achieving the Camp goals.
The Board’s relationship with Council

The Council has delegated responsibility for governance of the Camp to the Board in accordance
with this Charter and specific delegations included in part 5.

The Board will use its best endeavours to familiarise itself with issues of concern to Council.
The Board will regularly evaluate economic, political, social and legal issues and any other
relevant external matters that may influence or affect the development of the business or the
interests of Council and, if thought appropriate, will take outside expert advice on these
matters.

The Board’s relationship with other stakeholders

The Board will use its best endeavours to familiarise itself with issues of concern to all
relevant stakeholders. The Board recognises that the Camp’s long-term survival and
prosperity are closely intertwined with the environments and markets within which it
operates and the extent to which the Camp is seen as a responsible corporate and
community citizen.

Board procedures

The conduct of members will be consistent with their duties and responsibilities to the
Camp and, indirectly, to stakeholders. The Board will be disciplined in carrying out its role,
with the emphasis on strategic issues, policy and Camp performance. Members will always
act within any limitations imposed by the Board on its activities.

Members will use their best endeavours to attend Board meetings and to prepare
thoroughly. Members are expected to participate fully, frankly and constructively in Board
discussions and other activities and to bring the benefit of their particular knowledge, skills
and abilities to the table. Members unable to attend a meeting will advise the chair at the
earliest date possible.

Board discussions will be open and constructive, recognising that genuinely-held differences
of opinion can, in such circumstances, bring greater clarity and lead to better decisions. The
chair will, nevertheless, seek a consensus in the Board but may, where considered necessary,
call for a vote. All discussions and their record will be open to the public unless there is a
specific legislative reason not to.

Subject to legal or regulatory requirements the Board will decide the manner and timing of
the publication of its decisions.
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Subject to the requirements of this Charter, the Board has sole authority over its agenda
and exercises this through the chair. Any member may, through the chair, request the
addition of an item to the agenda. The agenda will be set by the chair in consultation with
Council Management.

The Board will normally hold meetings in each month of the year except January and will
hold additional meetings as required. At each normal meeting the interests register will be
updated as necessary and the Board will consider:

= an operational report from the Camp Manager
= afinancial report

= specific proposals for capital expenditure

* major issues and opportunities for the Camp.

In addition the Board will, at intervals of not more than one year:

= review the Camp goals

= review the strategies and operating plans for achieving the Camp goals

= approve the annual business plan and budget for submitting to Council

= approve the annual and half-yearly financial statements and reports to Council

= in conjunction with Council management, review the Camp Manager’s performance

" review risk assessment policies and controls including insurance covers and compliance
with legal and regulatory requirements

= confirm the following year’s work plan.

Members are entitled to have access, at all reasonable times, to all relevant information and
to management.

Members are expected to strictly observe the provisions of the Act applicable to the use
and confidentiality of Camp and Council information. In making policy, the Board will not
reach specific decisions unless it has considered the more general principles upon which
they are founded, and in reaching other specific decisions the Board will consider the
policies against which the decisions are made.

Chair, Deputy Chair and Board Members

Each year, the Board will appoint from among the members a chair and deputy chair. The
deputy chair will deputise for the chair in his or her absence or at his or her request.

The chair is responsible for:

= representing the Board to stakeholders

= ensuring the integrity and effectiveness of the governance process of the Board as set
out in Part 3

* maintaining regular dialogue with Council Management over all operational matters and
consulting with the remainder of the Board promptly over any matter that gives him or
her cause for major concern.

The chair will act as facilitator at meetings of the Board to ensure that no member
dominates discussion, that appropriate discussion takes place and that relevant opinion
among members is forthcoming.

The chair will ensure that discussions result in logical and understandable outcomes.
Board Committees

Board committees will be formed only when it is efficient or necessary to facilitate efficient
decision-making. Board committees will observe the same rules of conduct and procedure
as the Board unless the Board determines otherwise. Board committees will only speak or
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act for the Board when so authorised. The authority conferred on a Board committee will
not detract from the authority delegated to Council Management.

Board composition and mix

The composition of the Board will reflect its duties and responsibilities as representative of
the interests of stakeholders. The Board will need experience in setting the Camp’s
strategy and seeing that it is implemented. The Board currently includes representatives of
the Raglan community, Iwi and business. Generally, the qualifications for Board membership
are the ability and acumen to make sensible business decisions and recommendations, an
entrepreneurial talent for contributing to the creation of stakeholder value, the ability to see
the wider picture, the ability to ask the hard questions, preferably some experience in the
industry sector, high ethical standards, sound practical sense, and a total commitment to
furthering the interests of stakeholders and the achievement of the Camp goals. Members
will be active in areas which enable them to make a meaningful contribution, addressing the
goals and aspirations of the Camp.

Members will be independent of management and free from any business or other
relationships which could materially interfere with the exercise of their independent
judgement.

Subject to any limitations imposed by Council, it is anticipated that members will hold office
initially for three years following their first appointment by Council and retire by rotation.

Members’ remuneration

The Council will determine the level of remuneration paid to members. Members will be
paid a basic fee as ordinary remuneration in addition to a meeting allowance as detailed in
part 5.

Provision of business or professional services by members

Because a conflict of interest (actual or perceived) may be created, members should not,
generally, provide business or professional services of an ongoing nature to the Camp.

Other Board appointments

Any member is, while holding office, at liberty to accept other Board appointments so long
as the appointment is not in conflict with the Camp business and does not detrimentally
affect the member’s performance in respect of the Camp. All appointments must first be
discussed with the chair before being accepted.

Board and member evaluations

Each year, the Board will critically evaluate its own performance and its own processes and
procedures to ensure that they are not unduly complex and are designed to assist the
Board in effectively fulfilling its role. Changes will be made where necessary.

Indemnities and insurance

Members of the Board are insured through Council’s insurers, while acting in their
capacities as members.

Part 4 Council - Board - Management Relationship
Council Responsibilities

Council delegates to the Board responsibility to achieve the Camp goals, as set out in this
Charter. The Charter is reviewed and updated every three years by the Council, as
custodian of the land upon which the Camp operates, on behalf of the Crown.
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The Council:

e will determine the interpretation of this Charter if there is a dispute

e can, at its sole discretion, support Camp funding by either loan or guarantee upon
approving a business plan provided by the Board

e will consider requests for Camp development financial assistance as part of
Council’s annual budgeting process

e will employ all Camp employees and ensure any liability incurred is met.

The Board will link the Camp’s governance and management functions through Council’s
Chief Executive, who will delegate this to the appropriate Council General Manager (‘General
Manager’).

The Council’s Chief Executive agrees the levels of staff delegation following consultation
with the Board. The Board will agree with the General Manager to achieve specific results
directed towards the Camp goals. This will usually take the form of an annual business plan
under which the General Manager is authorised to make any decision and take any action
within the management limitations, directed at achieving the Camp goals. Appropriate
delegations are given to the Camp Manager.

Between Board meetings the chair maintains an informal link between the Board and the
General Manager, expects to be kept informed by the General Manager on all important
matters, and is available to the General Manager to provide advice where appropriate. Only
decisions of the Board acting as a body are binding on the General Manager. Decisions or
instructions of individual members, officers or committees should not be given to the
General Manager and are not binding in any event except in those instances where specific
authorisation is given by the Board.

Accountability of General Manager to the Board

The General Manager, in conjunction with the Chair of the Board, are accountable to the
Board for the achievement of the Camp goals, and the General Manager is accountable for
the observance of the management limitations. At each of its normal monthly meetings the
Board should expect to receive from or through the General Manager:

= the operational and other reports and proposals referred to above
= such assurances as the Board considers necessary to confirm that the management
limitations are being observed.

The Camp Manager reports through the General Manager to the Board.
Management limitations

The General Manager is expected to act within all specific authorities delegated to him or
her by the Board. The Council may provide direction to the Board as part of the Board’s
strategic plan. The General Manager is expected to not cause or permit any practice,
activity or decision that is contrary to commonly accepted good business practice or
professional ethics. In allocating the capital and resources of the Camp the General Manager
is expected to adhere to the Camp goals. The General Manager is expected to not cause or
permit any action without taking into account the health, safety, environmental and political
consequences and their effect on long-term stakeholder value.

The General Manager is expected to not cause or permit any action that is likely to result in
the Camp becoming financially embarrassed. The assets of the Camp are expected to be
adequately maintained and protected, and not unnecessarily placed at risk. In particular, the
Camp must be operated with a comprehensive system of internal control, and assets or
funds must not be received, processed or disbursed without controls that, as a minimum,
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are sufficient to meet standards acceptable to the Council’s external auditors. One of the
tools used as a framework is an asset management plan for both on and off balance sheet

assets.

In managing the risks of the Camp, the General Manager is expected to not cause or permit
anyone to substitute their own risk preferences for those of the stakeholders as a whole
(for example, as expressed through a Board approved risk management plan). The General
Manager is expected to not permit employees and other parties working for the Camp to be
subjected to treatment or conditions that are undignified, inequitable, unfair or unsafe.

Part 5 — Specific Delegations

Duties and Powers

The duties and powers of the Board are:

a)
b)

k)

To manage, maintain and develop the Camp in accordance with this Charter
To manage leases, licences or tenancies of any part of the property or any rights or
privileges or concessions over or in relationship to the property in accordance with
above objectives in conjunction with the Council Officer responsible for property.
All leases, licences or tenancies shall be executed by the Council.
To obtain all funds from leases, licences and tenancies and to seek funds from other
sources by appropriate means in line with Council policy.
To place funds in investments approved by the Council.
To accumulate and use funds as the Board may consider necessary and proper to
carry out the Camp goals provided that it is in accordance with an annual budget and
work programme approved by the Infrastructure Committee of Council (or its
successor).
The Council Chief Executive is responsible for all employment related matters
(including remuneration) in relation to staff employed at the Camp. Any such
matters are to be referred to the Council Chief Executive for resolution
To ensure appropriate health and safety systems are in place and operating for any
works undertaken at the direction of the Board.
To do other such lawful acts as are incidental to or conducive to the objectives of
the Board.
To advise the Council of insurance and other requirements such as administrative
support and negotiate with the Council a fee for the provision of such services as
the Board requires the Council to provide.
To fund any remuneration costs, including payments to Board members, from Camp
operations
To report to the Council and Community on the following basis:
(i) To the March meeting of the Infrastructure Committee (or its successor):
i. Chairperson’s Report
ii. Detailed Financial Report for the period | July - 31 January
iii. Draft budget for next financial year outlining significant works
(i) To the September meeting of the Infrastructure Committee (or its
successor):
i. Chairperson’s Annual Report
ii. Annual Financial Report.
(i)  To the March meeting of the Raglan Community Board:
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i. Chairperson’s Report
ii. Summary Financial Statement for | July-31 January
(iv)  To the September meeting of the Raglan Community Board:
i. Chairperson’s Annual Report
ii. Summary of Annual Financial Report
[) To set up and operate a bank account in the name of the Camp.
m) To set Campground fees and charges.
n) Cheques can be signed by either:
(i) any two Board Members; or
(i) one Board Member and the Camp Manager.
o) To exercise discretion to determine Camp expenditure in a prudent manner. To
undertake procurement in accordance with the Council’s procedure for
procurement of goods and services.

Membership
(@) The Board shall consist of:
a. The Chairperson of the Raglan Community Board
One representative of Raglan businesses
Two Iwi representatives
One community representative

© aon o

. Raglan Ward Councillor
(Appointments confirmed | November 2016)

(b) The business, Iwi and community representatives may not be members of the Raglan
Community Board or the Council.

(c) The term of office of the Camp Board members shall be three years and members shall
retire by rotation three yearly with a right to stand for reappointment.

(d) A member may resign from office or be removed from office on the unanimous
resolution of other members and the endorsement of that resolution by the Council.

(e) The Council may discharge the Board if it considers that the Board is inadequately
performing its duties.

(f) The Council shall appoint new members to fill vacancies

Member Remuneration

(@) The chair will be paid a 50 per cent premium over the basic honorarium paid to other
members to reflect the additional responsibilities.

(b) No honorarium or meeting allowance will be paid to the Chairperson of the Raglan
Community Board or the Raglan Ward Councillor.

(c) Board member basic honorarium is $500 per annum.

(d) An allowance of $40 per meeting is paid for authorised meetings.

Accountability
(@) The Board shall:
a. Present its proposed Annual Budget and Programme of Works to the Council
for endorsement by the date specified by the Council Chief Executive
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b. Present its Annual Report and Annual Accounts to the September meeting of the
Infrastructure Committee (or its successor).
c. Present to the Council any other report it is requested to provide.
d. Keep clear and accurate accounts and records of all transactions and make them
available to the Council on request.
e. Advise the Chief Executive of its meeting schedule.
(b) Members of the Board shall not be personally liable for any act done or omitted to be
done in good faith in the course of operations of the Board or for any debt or other
liability lawfully incurred by the Board.

Procedural Matters

(@) The Board shall hold such meetings as are necessary for good governance of the Camp.

(b) The Annual General meeting shall be held at a time suitable for interested parties to
make submissions to the Board on the annual operation and budget of the Camp or to
discuss other matters as appropriate.

(c) Special General Meetings shall be held if the Chairperson receives a written request
from two or more Board Members or as the Council considers appropriate.

(d) Minutes of each Board meeting shall be kept, signed by the Chairperson, and forwarded
to the Council as soon as practicable.

(e) Meetings shall be held in the manner acceptable to the Board but in the event of any
dispute the Council’s approved standing orders shall apply.
When a Board member stands to gain personal profit either directly or indirectly from
any activity carried out in relationship to the Camp, that member shall not be able to
determine or materially influence, in any way, the Board’s decision with regards to that
activity.

Cessation of Board

(@) This Board may be terminated by resolution of the Council.

(b) If the Board is terminated, any money raised by the Board shall be spent on the Camp as
the Council sees fit.

Attachment
* Deed of Gift (To be attached)
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l. EXECUTIVE SUMMARY

The purpose of this report is to highlight the issues that arose during the interim audits of
the Annual Report which occurred in March and June. This audit was undertaken by our
independent auditors, Audit New Zealand.

Following the interim audits, Audit New Zealand produce a draft Audit Management report
which highlights issues that arose during the two interim audits. Management has an
opportunity to provide comment on each of the issues specified, based on management’s
understanding of the issues and whether they require further action or have already
been addressed.

The Interim Management Report for the Year Ended 30 June 2017 is attached to this report.

Going forward, these issues will be included in the report, Update on progress against audit
issues which is a standing item on the Audit & Risk Committee agenda.

2. RECOMMENDATION

THAT the report from the General Manager Strategy & Support be received.

3. ATTACHMENTS

Interim Management Report for the Year Ended 30 June 2017

Page | Version 5
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Summary

We have completed our interim audit for the Waikato District Council (the District Council) for
the year ended 30 June 2017. The primary purpose of our interim audit was to update our
understanding of the District Council’s control environment and to gain a better understanding
of the issues facing the District Council and how these are being addressed.

We performed a high level review of the District Council’s control environment. We considered
the overall attitude, awareness, and actions of management in establishing and maintaining
effective internal controls. Overall we are satisfied the control environment is effective for the
purposes of undertaking an efficient and effective audit.

In the prior year our assurance team collated all the completed contract management risk
assessments from across the Local Government sector. These assessed the inherent risk and
controls risk of each entity and the results were populated in a scatter graph. We assessed the
District Council as having medium inherent risk and medium control risk. This means that overall
the District Council has a medium contract management risk rating. The risk assessment also
showed some areas for improvement and these are explained further in section 2.1.

Our assurance team also reviewed asset management processes across the Local Government
sector. The review identified ten questions that should be given priority consideration for every
senior manager and members of the governing body. These questions can be found in
Appendix 3.

We also followed up on the status of issues raised in previous audits. Management has made
good progress in addressing our recommendations. This is detailed further in Appendix 1.

Issue identified during the audit

The following table summarises our recommendation and its priority:

Recommendation Section | Priority

Process of approving card access to the computer room

A review of who has access to the computer room to be performed and 3.1 Necessary
procedures implemented to ensure formal approval is given by the Chief
Information Officer before access is provided to the computer room. Exit
procedures for staff leaving the District Council should incorporate the return
of the card and cancelling access rights.

There is an explanation of the priority rating system in Appendix 4.
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Thank you

We would like to thank the District Council and management for their assistance during the
interim audit.

Leon Pieterse
Director
24 July 2017
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1 Assessment of your control environment

We have performed a high level assessment of the District Council’s control
environment. We have also performed an assessment of controls in place within key
financial and non-financial systems.

Our assessment of internal control was performed for the purpose of planning the
most effective and efficient audit approach, to enable us express an audit opinion on
the District Council’s financial statements and performance information. It is not the
purpose of our assessment to provide you with assurance on internal control in its own
right. As such we provide no assurance that our assessment will necessarily identify
and detect all matters in relation fo internal control.

When assessing the control environment we considered the overall attitude,
awareness, and actions of the District Council and management in establishing and
maintaining effective entity level management procedures and internal controls, as
well as ensuring compliance with significant legislative requirements.

When assessing controls in place within key financial and non-financial systems, we
considered the policies and processes that are designed to provide reasonable
assurance as to the reliability and accuracy of financial and non-financial reporting.

In performing this assessment we considered both the “design effectiveness”! and
“operational effectiveness”? of internal control. Both “design effective” and
“operationally effective” internal control is important in minimising the risk of either
fraud or misstatement occurring.

The responsibility for the effective design, implementation and maintenance of
internal control rests with the District Council.

In performing this assessment we have identified areas where we believe internal
control can be enhanced. These matters are detailed in the following sections of this
report.

This is in addition to recommendations we have made in previous years which remain
open. The details of these recommendations and progress made in response are
included in Appendix 1 of this report.

2 Our areas of audit focus

The areas which we are giving particular attention to this year are outlined in our
audit arrangements letter dated 28 April 2017. We will comment in full on these
matters in our final management report. However, based on our work to date, we are
able to comment on the following:

! The control is effective to either prevent or detect a material error in either the financial statements and/or performance information and the
control is “fit for purpose”.
2 The control has operated effectively throughout the period tested.
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2.1 Contract management

Last year our assurance team collated all the completed contract management risk
assessments from across the Local Government sector. These assessed the inherent risk
and controls risk of each entity and the results were populated in a scatter graph.

Considerations for assessing inherent risk included the number of contracts in place,
the total value of those contracts, their criticality, and the types of contracts. Control
risk considered what policies and guidance were in place, who was responsible for
contract management, and the robustness of any contract management system.

The combination of inherent and control risks resulted in an overall risk rating for each
entity. We have plotted these results on the graph below. Each segment of this graph
represents a different risk level. It allows us to see the risk level positioning of each
Local Government entity in relation to the rest of the sector.

Answers to the risk assessments are based on our understanding of your entity,

documents which you have provided to us, and results from contract management
reviews completed in previous audit years.

Contract Management Risk Ratings 2016

Local Govt

135 Linear (Local Govt)
%0
oz
'c

o )
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<
£

45
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The District Council has a medium inherent risk and medium control risk. This means
that overall the District Council has a medium contract management risk.

The risk assessment has also identified areas for improvement:

. Ensuring the District Council has an up to date policy and guidance
documents covering contract management activities. This should include
comprehensive procedures and standardised templates which allow for
consistency in how contracts are managed throughout the District Council. The
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policy should also provide clarity in relation to scope management of the
contract. This includes expectations around variations, approach to the use of
contingencies, and requirements around budget management.

. Having a dedicated individual or team in place with responsibility for
oversight of contract management activities. This person or team should be
experienced in the management of contracts. To ensure they are also up to
date with changes in contract management requirements, they should also be
receiving regular training/development to maintain the currency of their
knowledge.

. To put in place a centralised contract management system which captures all
contract information. Ideally, this system should also link to the
FMIS/payment system. Data captured on this system should include contract
performance against expectations, budget against actual financial forecasts,
and payment information.

Good contract management ensures that resources are efficiently and effectively
used. Based on our review of contract management processes across the sector, we
identified ten questions that senior management and members of the governing body
should give priority consideration to when considering contract management. These
questions can be found in Appendix 2.

We followed up our recommendations raised in previous management reports. We
continue to recommend the District Council implement a fully functional contract
management system. Such a system would manage the contract life cycle, from
identification of need through negotiation, agreement, monitoring and completion —
including all associated documentation, reporting and monitoring.

We have raised concerns about the procurement and contract management process in
the past. This year the District Council engaged KPMG to perform a detailed review
of the District Council’s procurement and contract management processes. We
reviewed the report prepared by KPMG and noted the findings were largely
consistent with ours. We will follow up on the progress the District Council has made
against KPMG’s recommendations as part of the 2017 /18 annual report process.

Management comment

Our focus shifted from providing training to our staff to simplifying our processes that
would make them simple to understand and implement across the organisation. This has
been completed and we will now roll out a training schedule to cover all staff involved in
any procurement activity.

A few staff members have been nominated to gain certification to NZS qualification in
infrastructure Procurement Procedure which would only help in building the teams
capability and bring in good practices.

We agree that management of contracts is an area for improvement. Staff will look for
a suitable system to help us manage our contracts in a better way. We will be working
closely with Technology One to evaluate their system and configure it in the most cost
effective way for our purpose. We have also recently undertaken a review of the
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Programme Delivery Team to ensure the skill base reflects good contract management
practice.

2.2 Asset management

Our assurance team also reviewed asset management processes across the Local
Government sector. Their review identified ten questions that should be given priority
consideration by senior managers and members of the governing body.

As the District Council owns and operates a significant asset base, and service
delivery is highly reliant on assets, we recommend the District Council considers the
questions that can be found in Appendix 3.

3 Issue arising from the interim audit

3.1 Process of approving card access to the computer room

We identified there are 18 cards with access to the computer room. This includes
multiple cards under one name and cards issued to staff who have left. Access to this
room should be restricted to approved individuals only and access should be removed
when these individuals leave.

We recommend a review of who has access to the computer room is performed and
procedures are implemented to ensure formal approval is given by the Chief
Information Officer before access is provided to the computer room. Exit procedures
for staff leaving the District Council should incorporate the return of the card and
cancelling access rights.

Management comment
We will review the list of current access and revise the procedure for granting access

before the end of August. Exit procedures for staff already require that cards are
returned to Service Delivery.

4 Summary of prior year recommendations

Summary of action taken against previous years’ recommendations:
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Priority
Urgent Necessary | Beneficial | Total
Open — no progress made at time 3 - 6
of the interim audit
- Partially resolved — progress is 4 - 4
2 | being made, but not yet fully
;;,q resolved
Matters to be followed up during 3 - 3
our final audit visit
Cleared — matters that have been 3 - 3
resolved
Total 13 - 16

This summary needs to be read in conjunction with the status of recommendations
raised in previous years’ management reports as detailed at Appendix 1.
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Appendix 1: Status of recommendations

Outstanding matters — matters followed up as part of the interim audit
Recommendation Current status Priority Management’s

proposed action

Contract management

Contract management is an
important component of
procurement. Contract
management includes the
effective management and
monitoring of the delivery of
goods or services to the
agreed levels. It is essential to
ensuring the District Council
obtains value for money from
the contracts its procurement
processes have put in place.

A good contract management
system should also, for
example, provide functions to
control recurring service
delivery and periodic billing
cycles. It should also enable
analysis of overall and
categories of spend.

We recommended the District
Council develop and
implement a fully functional
contract management system;
that will manage the contracts
life cycle, from identification
of need through negotiation,
agreement, monitoring and
completion - including all
associated documentation,
reporting and monitoring.

Open

A fully functional contract
management system has not
been implemented. We
understand the District Council
is planning to investigate
options in the 2017/18
financial year.

Staff agree that this is
an area for
improvement and a
suitable contract
management system is
required.

We will be working
closely with
Technology One to
evaluate their system
and configure it in the
most cost effective
way for our purpose.
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Recommendation

Current status Priority

Management’s
proposed action

Information systems policies

Our review of information
system policies identified a
number of policies that are out
of date. These policies are:

o email Use Policy —
approved November
2011 due for review
November 2014;

o email Release Policy —
approved November
2011 due for review
November 2014;

. internet Use Policy —
approved September
2009 due for review
September 2012;

o records Management
Policy — approved April
2009 due for review
April 2010; and

o remote Access Policy —
approved July 2009
due for review July
2012.

We recommended the District
Council review and update
these IS polices to meet
current acceptable practices
to safeguard the District
Council’s IT systems and data.

Open
A review and update of these

policies has started. No
policies have been adopted.

Assumptions — reliability of data

Assumptions in the Asset
Management Plans (AMPs) do
not include the reliability of
data.

We recommended that
information on the reliability
of data used for assumptions
is included in AMPs.

Open

The District Council is in the
process of updating their
AMPs. It is planning to have
this data completed for the
2018/28 Long Term Plan.

The Records
Management Policy

has been approved by
ELT.

The Email Use, Email
Release and Internet
Use policies have been
through the Staff
Engagement Group
for review and will go
to ELT for approval in
August.

The Remote Access
Policy is in draft and
will be completed
before the end of
July.

Staff understand that
this related to the
Parks and Facilities
AMP specifically.

This has now been
amended.

AS2.a - H618WaikatoDC17) - 30-06-2017

AUDIT NEW ZEALAND

Mana Arotake Aotearoa



Interim management report on the audit of qukq'r40q}is'rric'r Council

for the year ended 30 June 2017

Page 12

Recommendation Current status Priority Management’s
proposed action

Expenditure — segregation of duties

The District Council’s Partially resolved Necessary | EPO is now live and

purchasing system allows staff
who have financial
delegations to raise and
authorise a purchase order
and approve the invoice for
payment, provided the
expenditure is within their
delegated authority threshold.

In our view, the individual who
raises and authorises a
purchase order should not also
be able to approve the
invoice for payment. (Ideally
there should also be
segregation in the receipting
of goods and services
however, as a minimum, there
should be “one up” approval
of all expenditure transactions
by invoices being approved
by a more senior officer than
the officer who authorised the
order).

The District Council is still in the
process of rolling out the
Electronic Purchase Order
system. It is planned that the
system will be fully
implemented by the end of
the June 2017.

there is one-up
approval for all
second and third tier
managers (cost
prohibitive in terms of
licensing otherwise).
Monthly reports have
been developed for
manager review of all
purchase orders raised
during the period.

This will help identify
any one-up approval
issues at the fourth
tier and below.
Accounts Payable will
also escalate payment
approvals to
managers on an
ad-hoc (audit) basis
where there was no
segregation in the
purchase /receipting
process.
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Recommendation Current status Priority Management’s
proposed action

Service performance reporting: Customer Relationship Management (CRM) system

Our review of the CRM system | Open Necessary | An automated works
identified there are no The District Council was order system at this
controls in place to ensure the planning to use iPads to point in time remains
correct dates and times have record this data. However due unrealised. The District
been recorded in the CRM to system compatibility issues Council will fall back
system. We also noted there is | {he District Council is looking on its current

a lack of independent review | ot other options to record this paper/email /service
or other supporting information. request system.
documentation. This system relies upon
We recommended the District the completion of
Council ensure additional paper worksheets and
supporting documentation is this is where the

used by staff such as job accountability and
summary sheets that record auditability exists in
the dates and times the job this system.

started and finished. This will This paper system is
allow an independent review not ideal and the

to be performed to confirm District Council will
information has been entered continue to look
correctly info the CRM system. forward in finding a

solution to replace the
current system.

All devices have virus definition updates and patches applied

The systems which are used for | Partially resolved Necessary | The District Council’s
updating virus definitions and | A review of Antivirus has been Windows Server
Microsoft patches are done by an external company Update Services
recording widely varying and changes to Anfivirus (WSUS) instance has
numbers of PCs and servers, management are planned. recently been

raising the risk that not all of Patching of servers is not upgraded and is

the District Council’s being done on a regular operational. We are
infrastructure is being basis. No formal reporting is also creating groups
protected from virus and in place. of servers to regularly
malware attack. patch together.

We also noted there is no The first group under
detailed IT asset register to this new process is
confirm the number of devices being patched on
owned by the District Council. 23 July. The intention

is to ensure every
server is patched on a
given schedule.

WSUS will also
update the schedule
for all PCs and
provide the reporting

on all of the above.
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management policies and
processes are not in place for
IT infrastructure and software
changes.

We recommended change
management procedures are
implemented and all changes
are logged and approved
before they are made to live
systems.

Change management
processes have been
developed and starting to be
used, however not all
infrastructure changes are
being logged. The CIO is
planning a full review and
update of the Change
Management process to
comply with ITIL industry
practice.

Recommendation Current status Priority Management’s
proposed action

Business continuity and IT Disaster Recover planning

The District Council does not Open Necessary | This work is well

have a Business Plan and IT Development of the Business underway. A peer

Disaster Recovery Plan. Continuity and IT Disaster review of the draft IT

We recommended the District | Recovery plans is in progress. business continuity

Council develop and test The Tuakau datacentre plan has been

organisational business development is also still in completed.

continuity plans. This planning | progress. There have been

should drive the development delays in moving the

of an IT Disaster Recovery DR server to Tuakau.

Plan. Plans should be tested This is currently

on a regular basis to ensure scheduled for 31 July.

they are still meeting the

organisations objectives for

acceptable risk and levels of

services to its customers.

Monitoring and reporting on IT service performance

The District Council has systems | Partially resolved Necessary | New processes and

in place for recording Formal reporting on IT reporting will be

problems and incidents, and performance has been developed

for monitoring systems. developed by the Chief progressively over the

However there is no formal Information Officer (ClO). A next 6 months to be

monitoring and reporting on IT | \eview and improvement of completed by the end

service performance and Key problem and incident of December 2017.

Performance Indicators (KPIs). management to align with ITIL

We recommended reporting industry best practice is

on IT KPIs should be starting.

developed, including problem

and incident resolutions and

system performance.

Change management

We noted that formal change | Partially resolved Necessary | A maintenance

window has been
confirmed with the
business.

This will be
progressively
improved and
completed before
December 2017.
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to access the District Council’s
systems from their own

devices. Formal application is
required for this to be set up.

However, we noted there
have been no reviews of
individuals who still have this
level of access. This raises the
risk that access may have
been left open after it should
have been removed.

We recommended a review is
performed over who has
remote access to the District
Council’s systems, to ensure
access is limited fo approved
staff and contractors only.

No reviews have been
performed.

Recommendation Current status Priority Management’s
proposed action

Review of users who have remote access

District Council staff are able Open Necessary | Mobile device

management does
require improvement.
This includes BYOD
and is on the work
program. This will
require the
implementation of
updated procurement
and provisioning
processes and use of a
mobile device
management system.

The remote access
policy and process is
currently under review
and expected to be
approved by ELT in
September.

Outstanding matters — matters to be followed up at the final audit

progress (WIP) balance
identified a number of
projects where there had been
no activity during the year, i.e.
no capitalisation or additional
costs. We understand this was
due to projects not being
monitored on a regular basis.
There were also some projects
that should have been
capitalised as at 30 June
2016.

We recommended the District
Council improve the monitoring
of WIP balances to ensure all
projects that are capitalised in
a timely manner.

To be followed up as part of
the final audit.

Recommendation Current status Priority Management’s
proposed action

Work in progress

Our review of the work in Open Necessary | Resolved.

We have improved the
monitoring of WIP
balances and ensured
those projects with no
activity during the year
have a valid
explanation as to why
they remain as current
WIP.

Due to timing,
sometimes a project
recently completed is
still in WIP awaiting the
database to be updated
and capitalisation.
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Recommendation Current status Priority Management’s
proposed action

Approval for capitalisation of assets

Our testing of roading assets Open Necessary | The recommendation

identified that approval for
some assets to be capitalised
was done via email or verbal
discussions between finance
staff and asset managers.
Therefore we were unable to
sight appropriate approval
that assets were ready to be
capitalised.

We understand that asset
managers are required to
complete the Asset Addition
Header Form to advise
finance that assets are ready
to be capitalised.

We recommended the District
Council remind staff the Asset
Addition Header is to be
signed by the appropriate
Asset Manager when
approving assets to be
capitalised. This provides
clear evidence of the review
and approval process for
capitalised assets.

To be followed up as part of
the final audit.

was implemented.

The standard
capitalisation instruction
form is now used by
roading in the
capitalisation process
and the instruction to
capitalise is signed by
the Asset Information
Officer for roading.
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Recommendation Current status Priority Management’s
proposed action

Reimbursement of elected members expense claims

We performed testing over Open Necessary | This policy will be
elected member’s expense To be followed up as part of reviewed and
claims to ensure the claims are | ihe final audit. recommendation
in line with the District Council’s incorporated.
Reimbursement of mileage
expenses policy — elected
members.

This policy is scheduled
to be approved by ELT
in August.

Our review identified that the
policy states that elected
members are entitled to a
vehicle mileage allowance for
travel. We noted these claims
are approved by the Council
Secretary as the policy does
not state who has authority to
approve these expense claims.
Claims should be approved

by someone with appropriate
delegated authority to ensure
that claims are reasonable
and costs incurred are
consistent with the policy.

We recommended the
“Reimbursement of mileage
expenses policy — elected
members” is updated to
reflect the individual who will
be responsible for approving
elected members expense
claims.
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Matters that have been resolved

Recommendation Outcome

Regular restores from backup tapes

The District Council performs data restores from Matter resolved

disc copy. However, there are no formal regular | Formal testing to restore data from backup tapes
test restores being performed from backup tapes. | is now occurring.

This raises the risk that data may not be able to
be recovered in a major disaster.

We recommended formalised regular data
restore tests be performed from backup tapes.

User access

Our testing of the user termination process found Matter resolved

13 people still had access after they had left the | The procedure for adding and removing users is
District Council. We also identified a high number working effectively.

of users who had not logged into the network
over the past five years.

We recommended the procedures for terminating
users be improved to ensure all access is
terminated as soon as the user has left. This should
include third parties and temporary users.

Regular review of user accounts

There is no formal process to review user accounts | Matter resolved

at the network level and in the applications Regular reviews of users on the network are now
systems. being performed.

We recommended a review of users and their
access levels be carried out on a regular basis
(perhaps annually) to ensure no inappropriate
access to systems.
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Appendix 2: Contract management considerations

Good contract management ensures that resources are efficiently and effectively used. Based
on our review of contract management process across the sector, the following ten questions
should be priority considerations for every senior manager and member of a governing body.

Key questions to ask on policy and guidance

1 Have you got policy, procedures, or guidance covering Contract Management
activities?

Ideally, there should be a single source of policy and guidance. It should cover the use
of contract management plans; guidance on what to do when performance
obligations and expectations are not being met; requirement to complete contract risk
assessments; the process for negotiating and approving contract variations; and the
process for the close-out of a contract.

2 Do you regularly review and update your policy and guidance?

The Policy should clearly assign an “owner” who has the responsibility to ensure it is
regularly reviewed and updated.

Key questions to ask on contract management planning
3 Do you require contract management plans for all contracts?

Plans should be appropriate for size, value, and risk of the contract. They should
cover appointments for management of the contract, obligations under the contract,
reporting requirements, key performance indicators or expectations, monitoring and
inspection arrangements, and a risk assessment.

4 Do you have guidance in relation to scope management of the contract?

The Policy should cover considerations relating to contingencies, expectations around
variations, approaches to penalty clauses, damages, and requirements around
budget management.

Key questions to ask on contract management responsibility

5 Is there an experienced individual or team with responsibility for oversight of
contract management activities?

You should be assured that you have appropriately qualified and experienced staff
responsible for contract management activities. There should be a dedicated
individual or team responsible for ensuring compliance with policy, providing
templates and monitoring activities.
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6 Are you committed to on-going training and development of contract
management staff?

You should be committed to the professional development of your staff to ensure the
currency of their contract management knowledge. Ideally, there should be
comprehensive training programmes in place with clear evidence of development
planning.

Key questions to ask on contract management records
7 Do you have a contract management system in place?

Your system should capture all contracts that your organisation has. It should be
electronic, linked to the FMIS/payment system, and materially complete. It should
provide information on performance throughout the contract, linked to payments
throughout the contract, and used to assist contract renewal decisions.

8 Do you maintain comprehensive filing for contracts and essential records related
to it?

Your records should contain a copy of the original agreement, a record of contract
progress claims and payments, monitoring and inspection or meeting records, any
relevant correspondence, records of any variations or claims, producer statements,
and completion certificates. There should also be appropriate physical security and
disaster recovery arrangements in place for the file /information.

Key questions to ask on monitoring of contract management activities
9 Do you review your contract management activities?

You should have a comprehensive programme of review in place. Review may be
through internal audit. There should be evidence of action in response to review
findings/recommendations.

10 Is there reporting to senior management and governance?

Reporting should be regular and should cover performance against expectations,
actual expenditure against financial forecasts, and risk.
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Appendix 3: Asset management considerations for senior
managers and governing bodies

Based on our reviews of asset management processes across the sector, the following ten
questions should be priority considerations for every senior manager and member of a
governing body.

If your organisation owns and operates a significant asset base, or your service delivery is
highly reliant on assets, you should be considering the following:

Key questions to ask on strategy and policy
1 Have you got a strategy for the long term sustainability of your assets?

This should set out your approach to owning and managing assets in support of
service delivery. The levels of service you have committed to should be clear. The
strategy should match the work that the assets require to meet these service levels
and a funding strategy that ensures that this work is affordable.

2 Have you set an asset management policy?

This should cover what you are trying to achieve; who is responsible; what you need
in order to be successful; the appropriate level of sophistication for your planning; an
assessment of whether you are already there or need to improve some things; a clear
definition of when plans should be updated, by whom, and who approves them.

3 Do you have good quality up-to-date asset management plans for achieving your
strategy?

The plans should cover all assets, detail their life cycle management strategies and
explain how to put these into practice. They should include detailed financial forecasts
and budgets.

Key questions to ask on asset management responsibilities

4 Does your organisation have appropriate asset management skills and
experience?

You should be assured that you have appropriately qualified and experienced staff
responsible for all asset categories. Staff should have access to continuing
professional development. You should access external expertise when needed.

Key questions to ask on asset information

5 Do you know the reliability of your asset information?
You should have formally assessed the reliability of asset information so that you
understand the implications for your planning. With less reliable information you may

make less well-informed decisions and face more unplanned work. You should be
working to improve the reliability of your data.
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6 Do you have a structured approach to assessing the condition and performance of
your assets?

This information should be up-to-date, reliable, and captured in an asset information
system.

7 Have you defined a clear and comprehensive set of service levels to be delivered
or supported by the assets?

They should be clearly expressed and cover technical standards and levels of
performance as well as customer expectations of service delivery.

8 How well do you forecast future demand for the services that are delivered or
supported by your assets?

Current and future demand for your assets should be clear, including an assessment of
alternatives and substitutes that people can choose, as well as changes in
demographics and patterns of use.

9 Do you have a backlog of repairs, maintenance, and asset renewals? And what
are you doing about it?

You should be aware of any deferred work, and have made a well-informed decision
to defer it. You should understand the risks and knock-on implications. You should have
a strategy of divesting assets that cannot be maintained, or catching up with the
backlog for assets you need to keep.

10 Do you report, and get reports on, achievement of your asset management
plan(s)?

Reporting should cover performance against service levels, delivery of planned work
and actual expenditure against financial forecasts.
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Appendix 4: Explanation of priority rating system

Our recommendations for improvement and their priority are based on our assessment of how
far short the District Council is from a standard that is appropriate for the size, nature, and
complexity of its business. We have developed the following ratings for our recommendations:

Urgent Needs to be addressed urgently
Major improvements These recommendations relate to a serious deficiency that
required exposes the District Council to significant risk. Risks could

include a material error in the financial statements and the
non-financial information; a breach of significant legislation;

or the risk of reputational harm.

Necessary Address at the earliest reasonable opportunity, generally

Improvements are necessary within 6 months

These recommendations relate to deficiencies that need to be
addressed to meet expected standards of good practice.
These include any control weakness that could undermine the
system of internal control or create operational inefficiency.

Beneficial Address, generally within 6 to 12 months

Some improvement required These recommendations relate to deficiencies that result in
the District Council falling short of best practice. These include
weakness that do not result in internal controls being
undermined or create a risk to operational effectiveness.
However, in our view it is beneficial for management to

address these.

AS2.a - H618WaikatoDC17) - 30-06-2017

AUDIT NEW ZEALAND

Mana Arotake Aotearoa



58 Waikato

N

DISTRICT COUNCIL

Open Meeting

To | Audit & Risk Committee

From | Gavin lon
Chief Executive

Date | || September 2017

Prepared by | Kevin Lockley
Zero Harm Manager

Chief Executive Approved | Y
Reference # | GOVI318/ 1802816
Report Title | Zero Harm Update

l. EXECUTIVE SUMMARY

The purpose of this report and its attachments is to provide an update on current health and
safety performance. Council recognise that compliance is essential but they aspire to
achieve best practice in health and safety performance and to develop a sustainable culture
that is supported by sound policies, systems and procedures that enables best practice health
and safety workplace behaviours by all workers, Contractors, volunteers and visitors.
Council aim for more than just compliance by observing the principle those workers and
others should be given the highest level of protection against harm to ensure their health
and safety and welfare.

2. RECOMMENDATION

THAT the report from the Chief Executive be received.

3. UPDATE

Managers continue to carry out Safety conversations.

The Chief Executive continues to carry out due-diligence duties through site visits and
carrying out safety conversations with both staff and contractors.

Incidents and near-miss reporting is increasing across the business after some slow months.
A concerted effort by managers to advise staff on the importance of reporting is starting to

show benefit.

Over Speed Reporting

Numbers of events for the reporting period have fluctuated; high speed risk behaviour
events have continued to be high compared to the number of events occurring for the

Page | Version 5
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balance of the year. An opportunity for improvement is the ongoing reduction of excessive
speeding against Council’s critical risk (driving). Currently managers carry out safety
conversations with drivers who exceed 104km/hr and up to 109km/hr. Where speeds of
over | |0km/hr General Managers discuss the circumstances around the speeding events in a
formal manner.

Over speed reports are discussed at the Executive Leadership Team meeting each week, and
the Chief Executive has been communicating the risk of speeding and the need to exercise

personal responsibility through a Friday Feedback blog.

Injury Statistics

Near miss reporting over the last three months has shown an increase. There is an
opportunity to change the focus of just near miss reporting as a number, to promoting the
identification of hazards / risks associated with a near miss. The change in focus may assist
to clarify the actual definition of a near miss and the presence or absence of a defence
mechanism which would culminate in a damage or injury event or not. Council currently
records and reports on the Alliance statistics. City Care contract statistics are now also
included in monthly dashboard reports to the Executive Leadership Team and Councillors.

To further assist staff to understand the importance of near miss reporting and to advance
the culture it is important that the person who reported is given feedback on the results of
their report.

Over this reporting period there have been two lost time injuries: a fractured toe when a
heavy object was dropped on the employee’s foot; and a temporary threshold shift to
hearing when a skill saw was operated in a working environment. All other injuries were
either superficial not requiring first aid or first aid was administered.

Whilst there are encouraging signs, it is recognised that there is still a significant amount of
work to be done to achieve Best Practice in not only systems and processes but more
importantly consistent safe and healthy behaviours across the staff and contractor
work streams.

The Zero Harm team meet regularly with General Managers and their HR representative to
discuss the zero harm programme and its influences across their area of responsibility.

Council are monitoring the ACC / Work safe NZ initiative that will take the place of the
discontinued Workplace Safety Management Practices (WSMP) and Workplace Safety
Discount (WSD) programmes.

A number of post incident drug and alcohol tests have taken place over the reporting period
as well as a well-functioning pre-employment Drug & Alcohol testing programme.

4, ATTACHMENTS

NIL
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Open Meeting

To | Audit & Risk Committee

From | Tony Whittaker
General Manager Strategy & Support

Date | || September 2017

Prepared by | Melissa Russo
Corporate Planner

Chief Executive Approved | Y
Reference # | GOVI318/ 1801708

Report Title | September update on progress against Audit issues

l. EXECUTIVE SUMMARY

All issues raised by recent audits have been combined into one report for ease of tracking.

The purpose of this report is to provide an update on progress against issues raised through
the audits. The audits included are:

* Annual Report

= Cyber security systems

= Risk management

* Project management

* Procurement and contract management

= Council’s Internal audits

2. RECOMMENDATION

THAT the report from the General Manager Strategy and Support be received.

3. SUMMARY OF PROGRESS

The tables below outlines the areas and status of issues - either completed, in progress or
pending for both March, June and September-.
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Pending :::;2;: Complete Total
Audit New Zealand 2 14 9 26
Cyber security 19 7 4 30
Internal audit 0 5 0 5
Procurement and 0 I I *12
contract management
Risk management 12 14 I 37
Project management 7 19 7 33
Total 40 70 32 142
Areas of audit issues - June

Pending :::gr'i;z Complete Total
Audit New Zealand I 12 13 26
Cyber security 18 9 4 * 31
Internal audit 0 4 I 5
Procurement and 0 10 2 12
contract management
Risk management 9 12 16 37
Project management 3 I5 I5 33
Total 31 62 52 145
Areas of audit issues - September

Pending :::gr'i;z Comeplete Total
Audit New Zealand 4 5 17 26
Cyber security 21 5 8 *34
Internal audit 0 2 3 5
Procurement and 0 8 7 *15
contract management
Risk management 22 37
Project management 23 33
Total 36 34 80 150

* Some recommendations in the Cyber Security Audit and the Procurement and Contract
Management audit have been separated out as two actions, hence the difference in the
number of issues between March, June and September.
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Pending issues are yet to be determined if the recommendation will be actioned as the issue
may be addressed through other controls. The pending actions are not a priority at this
stage, however will be reviewed periodically.

Of the ‘work in progress’ issues, many of these are scheduled to be completed by the end of
2017 or early 2018.

Risk Management

Executive training facilitated by KPMG is complete and has been well received. All current
staff have been trained in the application of the organisational risk management tool.
Internal process training is under development and on track for roll-out in the New Year.
From a change management perspective advancement can be demonstrated in organisational
awareness, desire and knowledge of risk management practice; proactive engagement
continues. Current improvements will be supported by the development and
implementation of the organisational risk appetite statements (underway) and on-going
support and promotion from the Executive Leadership Team.

Project Management

The Project Management Forum (PMF) has been moderately inactive as a collective due to
resourcing issues and prioritised business requirements; however progress continues to be
made on audit recommendations. In response to the strategic roadmap a business case is
being developed by the PMF to request external resources to deliver the associated
programme of works.

Information Management — Audit New Zealand

The major IT items under this audit have all received some attention, we now need to
finalise work on some areas. The DR server has been moved to Tuakau, this is a significant
step. A test of the set up will be planned. The team have recently updated the Windows
Server Update Services (WSUS) server. This means PCs are automatically receiving the
most recent security patches, and a planned maintenance program for server updates is in
place. The main items remaining to be progressed are IT service performance monitoring
and reporting, and change management.

4, CONCLUSION

There is a total of 150 issues that have been raised by various audits across the organisation
80 of which are complete, an improvement of 28 in the quarter. Staff are continuing to
make progress on the remaining issues, many of which are to be completed by early 2018.

5. ATTACHMENTS

Combined audit recommendations
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Proposed Action/Plan - september A&R Who

Committee comment

Status

Comments

AuditNZ AMP's Include assumptions - reliability of data in the Parks Complete Parks and Complete Complete
and Property AMP Property
AuditNZ Back Ups Regular restores from back up tape Complete Julian Complete Complete Need to schedule these every 6 months -
add to IT calendar
AuditNZ BC and DR Complete the move to Tuakau Complete Julian Complete Complete
Planning
AuditNZ BC and DR Finalise BCP work Complete Julian Complete Complete The applications on the DR replica have
Planning been validated against the existing BCP
plans. The applications have been stood up
on the server to test capacity.
AuditNZ BC and DR Develop IM BCP process Complete Mark Complete Complete
Planning
AuditNZ BCand DR Test This is not complete and requires a lot of Julian TBC Pending
Planning planning as a full test could create risk for the
organisation. We have not progressed this due
to other priorities and workload.
AuditNZ Contract Develop and implement a contract management Review TechOne solution, arrange demo and Raj Java Dec-17 Work in progress [Contract management software would be
management system evaluate proposal to put up a business case. critical to help support the simplified
Detailed requirements to be incorporated in processes established. Once requirements
business case with options provided by are finalised and communicated to
TechOne. TechOne, a proposal for configuration of
their solution would need to be
incorporated in a business case.
AuditNZ Controls Establish IT security and risk calendar Complete Mark Complete Complete May 2017 - Calendar is active and reviewed
monthly. See J:\corporate\Infosys\Security
Calendar
AuditNZ IT Service Monitoring and reporting We have not progressed this due to other Mark TBC Pending
performance priorities and workload.
AuditNZ IT Service Change Management We have not progressed Change Management [Mark TBC Pending
performance due to other work.
AuditNZ Segregation of Establish controls for a 'one up' approach to the The team are still in the process of working Alison Dec-17 Work in progress |The current EPO setups allow for 92 staff

duties

approval purchase orders

through the set-up of 70 users(staff) of EPO
that can raise, receipt and approve within their
delegation.

to raise purchase orders on behalf of
council. 6 of these do not have delegations
so have 'write-only' access (i.e. someone
will always have to approve), 16 are
managers who can only approve (this
forces the higher delegation levels to
always have someone else in the
transaction) and the remainder can raise,
receipt and approve within their
delegation - anything higher requires a one-|
up approval. It is the set up of these 70
staff that the team will review.
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AuditNZ Service Ensure reports generated from the CRM system are Complete Debbie Complete Complete

performance extracting the correct information
reporting

AuditNZ Service Job summary sheets that record the date and times the|A mobile solution is currently being Karl TBC Work in progress

performance job started and finished implemented and will provide us with the

reporting relevant information and an audit trail. We are
in discussions with Downer and City Care about
how their systems work and whether we can
implement a similar system.

AuditNZ Systems Updates |Establish maintenance window Complete Mark Complete Complete

AuditNZ Systems Updates |[Create IT asset register See item on line 48. Phil Oct-17 Work in progress [Register of most PCs exists in
ManageEngine. This is being validated for
the PC replacement this year. Other
devices need a 'stocktake' to be
completed.

AuditNZ Systems Updates |All devices have virus definition updates and patches |WSUS server has been refreshed and updated. [Wade Dec-17 Work in progress |Current tools being reviewed for

applied All Windows PCs now have key security updates suitability.
applied automatically. Further work on
Antivrius is in progress.

AuditNZ Update IT Policies |Email use policy Complete Mark Complete Complete

AuditNZ Update IT Policies |Email release policy Complete Mark Complete Complete

AuditNZ Update IT Policies |Internet use policy Complete Mark Complete Complete May 2017 - complete

AuditNZ Update IT Policies |Records Management policy Complete Jan Complete Complete

AuditNZ Update IT Policies |Remote access policy Complete Mark Complete Complete

AuditNZ User Access Set up new user account review Complete Niall Complete Complete New process is linked to the onbarding of
new staff within Snaphire.

AuditNZ User Access Terminated user account review Complete Niall Complete Complete A recent review was completed. Payroll
now send a monthly list that is reviewed.
Will be part of regular review calendar
going forward.

AuditNZ User Access Review and update IM induction document / process |[Complete Niall Complete Complete Induction documentation has been
reviewed and is in use. Continuous
improvements are underway.

AuditNZ User Access Regular review of user accounts Complete Niall Complete Complete This is now completed regularly by the
Service Desk.

AuditNZ User Access Review of users who have remote access The policy has been reviewed. A full review of |Niall TBC Pending Active Directory is terminated when staff

staff with remote access has not been
completed due to priorities and workload.

leave, this removes remote access
immediately for ex-staff. Wider review
who should and should not have remote
access is still underway.
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Cyber Security Bus Own and Rec01: Formalise business owners for major The IM Service Catalogue is complete. Mark Complete Complete
Direction for IT information assets and information systems
Cyber Security Bus Own and Rec01: Formalise business owners for major The IM team are now working on the Mark TBC Work in progress [Completing this is not the exclusive
Direction for IT information assets and information systems implementation of the Service Catalogue within responsibility of IM and requires
our Helpdesk system and starting business commitment from across the council.
relationhip meetings with key business units to
identify the system owners.
Cyber Security Bus Own and Rec02: Business owners (from Rec01) formalise ELT Pending outcome [Pending
Direction for IT information security requirements for the assets of above
owned recommendation
Cyber Security Bus Own and Rec03: Integrate ICT governance in to council ELT Pending
Direction for IT governance processes
Cyber Security Bus Own and Rec04: Develop ICT strategy for coming financial year [Complete ELT Complete Complete
Direction for IT
Cyber Security Bus Own and Rec05: Review and report on internet sites visited to  [Recommendation still being considered IM TBC Pending
Direction for IT gauge use of shadow IT and cloud
Cyber Security Bus Own and Rec06: Raise awareness on ICT strategy and use of We have not progressed this due to other Mark TBC Pending
Direction for IT shadow IT and cloud priorities and workload.
Cyber Security Bus Own and Rec07: Utilise ICT strategy and resource management [See item on line 38 Mark TBC Pending
Direction for IT to identify resource gaps
Cyber Security Bus Own and Rec08: Improve employee engagement Connections leadership training almost ELT & HR llume due to finish [Work in progress |Connections leadership training almost
Direction for IT complete, llume team coaching programme prior to Christmas complete, llume team coaching
50% complete. ELT to consider next steps in programme 50% complete
terms of People leader development.
Cyber Security Bus Own and Rec09: Identify and address cases of skills dependency [Identification of skill dependencies in IM have [Mark Complete Complete
Direction for IT in IM team been completed.
Cyber Security Bus Own and Rec09: Identify and address cases of skills dependency |[A request for additional positions and a small ~ [Mark Submitted Work in progress
Direction for IT in IM team structure change to IM was submitted to ELT in
June. Further options were requested. This
work has not been completed.
Cyber Security Bus Own and Rec10: Review, improve and periodically test Business IM TBC Work in progress
Direction for IT Continuity Plans
Cyber Security Employee and Rec01: Review and improve employee agreements and [Snaphire the new recruitment system allows HR & IM Pending

contractor
practices

induction in terms of information security
requirements, record keeping and outlining disciplinary
processes

for secure document management which is
being utilised.
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Cyber Security Employee and Rec02: Improve management of disgruntled employees HR & leaders Pending
contractor
practices
Cyber Security Employee and Rec03: Undertake targeted training for employees who [Recommendation still being considered HR, IM & Comms |TBC Pending
contractor handle sensitive information and/or for instances of
practices poor practices.
Cyber Security Employee and Rec04: Outline information security requirements in IM/ HR Pending
contractor employees job descriptions
practices
Cyber Security Employee and Rec05: Improve clarity and transparency around IM/HR & ELT Pending
contractor security roles and responsibilities
practices
Cyber Security IM practices Rec01: Undertake periodic testing of Disaster Recovery [We have not progressed this due to other IM TBC Pending
Plans priorities and workload.
Cyber Security IM practices Rec02: Review and improve how privileged access is Complete Niall Complete Complete
granted to improve accountability
Cyber Security IM practices Rec03: Review and improve removal of access for Complete Niall Complete Complete
critical ICT applications following role changes
Cyber Security IM practices Rec04: Develop ICT strategy for coming financial year [Complete ELT & IM Complete Complete
Cyber Security IM practices Rec05: Undertake periodic pointwise testing of Complete IM Complete Complete
backups
Cyber Security IM practices Rec06: Review and improve asset management, Device Registers are under development, IM Oct-17 Work in progress [See IT Asset Register under Audit NZ
monitoring and capacity planning (including for especially for PCs with the current roll out of
environment support systems) new PCs
Cyber Security IM practices Rec07: Undertake periodic penetrations tests for We have not progressed this due to other IM TBC Pending
critical systems, internal applications interfaces and priorities and workload.
internet-facing systems
Cyber Security IM practices Rec08: Review and improve communications plan for |We have not progressed this due to other IM & Comms TBC Pending See earlier DR / BCP actions under Audit
incident response priorities and workload. NZ
Cyber Security IM practices Rec09: Review and improve monitoring for security Aspects of this are underway, for example, we |IM TBC Pending
incidents, incident response plan, patch management, [now have a regular server patching program in
change control and release management processes place. The full range of the items in the
recommenndation have not been completed.
Cyber Security IM practices Rec10: Undertake usability and security design review [Complete IM Mar-17 Complete Firewall review completed by VO2. Actions
for online services and public website in progress.
Cyber Security IM practices Recl1: Include link to scam advice on public website We have not progressed this due to other IM TBC Pending
and in emails to members of the public priorities and workload.
Cyber Security Mngt of external |Rec01: Review and improve contracts with service Legal & Pending
suppliers providers for coverage of information security Procurement
requirements, service transition and termination and
right to audit
Cyber Security Mngt of external |Rec02: Review Service Level Agreements with service Procurement & IM Pending
suppliers providers and include penalties where relevant
Cyber Security Mngt of external |Rec03: Undertake service provider management Procurement & IM Pending
suppliers including performance monitoring
Cyber Security Mngt of external |Rec04: Perform pre-planning for cases of change to Procurement & IM Pending
suppliers service provider and review contracts for changes

required
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Cyber Security Mngt of external |Rec05: Review contractor agreements in terms of Legal & Pending
suppliers information security requirements, record keeping and Procurement
non-disclosure agreements
Cyber Security Mngt of external |Rec06: Require vendors to use secure development Legal & Pending
suppliers practices and vulnerability testing for applications Procurement
Internal Audit Business 4 major non-conformances in the "Assess - Understand |All Managers trained, Key staff trained. Some |Kurt Abbot / Kelly |TBC Work in progress [Training has not yet been delivered to
Continuity the significance and impact of the incident" process general staff still to be trained Approx 30% Newell staff. This is intended to be done at Team
Processes * Steps 1- 4 have not been rolled out to staff and outstanding. Completion of training by end briefs and will be booked in with the
training has not been provided yet. Sept 2017 administrators. 6a and 6b have been
* Step 6a. During previous incidents a call centre addressed and the processes updated. We
representative has not been invited to updates recently undertook a training/exercise for
* Step 6b. The incident Risk Profile tool has not been staff to better understand the action
used. planning process and this is also included
* Action Plans have not been created in the last two in CDEM training. See proposed
incidents. The current Action Plan template lacks clear action/plan
direction of role specific tasks.
Internal Audit Business 2 major non-conformances in the "Plan - Understand [Complete Kurt Abbot / Kelly Complete Improvements made to process and latest
Continuity how we are going to resolve the incident" process. Newell events have undertaken action planning as
Processes * Medium to long term planning during the event has per process.
not been consistently done.
* No action plan documents have been created in this
process.
Internal Audit Business 1 major non-conformances in the "Resolve the Complete Kurt Abbot / Kelly |Complete Complete See proposed action/plan. Action plan
Continuity Incident" process. Newell exercise/training was completed in July
Processes *No documented action plans were created or 2017.
executed
Internal Audit Community One minor non-conformance in relation to the The form has been updated and the new Lianne van den 27/01/2017 Complete See proposed action/plan

Funding Processes

documentation used in the process "Provide Funding
Accountability Report for all Grants Received".

* The ‘Funding Project Accountability” document
references the old public email address. This should be
updated with the new ‘info@waidc.govt.nz’ email
address.

* Clarify any Escalations Within Processes and Update
Staff Responsibility within Process.

version has been added to promapp and ECM

Bemd
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Internal Audit Parks and 2 Major non-conformances in the "Calculate KPI - In future survey letters will be sent out in the  |Gavin Benseman Complete
Facilities (KPI Percentage of satisfied customers as per the council 3rd week of January . All documents will be
Process) housing for the elderly survey" process saved in ECM . Roles and responsibilties have

* Survey hasn’t been carried out this year, the now been up dated .

processes state that survey letters has to be sent on

the 3rd week of January but at the date of audit

(10/02/2017) this hasn't been done. In 2016 this was

done in June instead in the first quarter.

* Completed surveys from 2016 weren’t saved in ECM

as per the processed state.

2 Minor non-conformances

* Roles responsible for the activities are not correct.

*Forms and template are no easily identifiable and

located.
KPMG review of |Contract Compliance with WDC's contract management policies |A simple procurement selection tool has been |RajJava Complete Complete Procurement selection tool with an
Procurement and |management and procedures needs to be strengthened. provided that takes staff to the correct additional process for RFQ's to cover
Contract 1) Further investigation is required by Management to [procurement process that needs to be adopted. purchases under $125K will cover 90% of
Management ensure that WDC’s policies and procedures were 6 training sessions held so far with further the procurement activity within the

followed in the above instances identified by Internal |sessions planned every quarter to cover new council. A more detailed set of 8 processes

Audit through sample testing. staff. cover the entire procurement cycle for

2) Reinforce WDC’s procurement policies and procurement that requires open tenders.

procedures to staff. In particular, consider revising the

one-page summary of the procurement requirements

to clearly set out all procurement requirements
KPMG review of |Contract 3) Perform a sample-based check of all newly created |Audit on contracts process during the first Raj Java Oct-17 work in progress [Audits commenced on sample basis.
Procurement and |management contracts on a six-monthly basis to identify and quarter of the year will be conducted to check
Contract reinforce compliance. compliance to new processes.
Management 4) Ensure that adequate documentation and evidence

of due processes followed by WDC staff is maintained

to support WDC'’s decision relating to supplier

contracts.
KPMG review of |Contract Develop guidelines relating to tender evaluation team |[Guideline have been provided in the new Raj Java Complete Guides & templates have been added to
Procurement and |management and criteria. procedures and specialised training relevant process steps for clarity

Contract
Management

1) Formalise WDC's procurement guidelines relating to
the composition of the tender evaluation team and
weighting of tender evaluation criteria. For example,
consider the following:e Specify the minimum number
of tender evaluation members depending on the value
and risk of the procurement. e Specify a default
weighting to be applied for the tender evaluation
criteria. Deviation from the default
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KPMG review of |Contract Specify whether a finance team member and/or the Lack of certified evaluators has been addressed.|Raj Java Mar-18 Work in progress [The qualification process could take
Procurement and |management Procurement Manager should be part of the tender Four staff are enrolled in the Infrastructure between 9 to 12 months.
Contract evaluation team where the procurement reaches a Purchasing qualification which will support
Management certain value or risk threshold. internal capabilities and add credibility to
evaluations done.

KPMG review of |Contract Implement a supplier performance measurement Performance measurement guidelines have Raj Java Jul-18 Work in progress [Option to use Technology One solution for
Procurement and |management framework and strengthen supplier performance been provided in the new procedures that contract management will be need to
Contract monitoring. needs to be supported by supporting a contract reviewed against our requirements. Demo
Management 1) Develop and implement a performance management system to capture and report evaluation planned in September/October

management framework for measuring and monitoring [performance. Manual monitoring will be to support business case.

contractor performance against agreed KPIs. This adopted in the interim to monitor supplier

should form part of the Contract Management Policy. |performance by measuring against NZTA's PACE

scoring templates.

KPMG review of |Contract Strengthen tracking of supplier spend. This is being done manually but a better Raj Java Dec-17 Work in progress [This will be an annual activity once the
Procurement and [management 1) Implement a regular spend analysis which should approach is to use Data Analystics tools. process has been established. It is
Contract include: ArcBlue and KPMG have demostrated what can expected that improvements will be visible
Management * Review of expenditure incurred by supplier. Where |be achieved through this capability and based by increasing % spend through preferred

spend with a supplier is over the anticipated value, on this review, suitable process will be defined suppliers.

consideration should be made whether additional due |and resources arranged.

diligence/checks needs to be performed in line with

the policy.

» Review of expenditure by category/nature of spend.

Identify opportunities to consolidate spend with

suppliers.

* Review of expenditure by contracted and non-

contracted suppliers. Where spend with non-

contracted expenditure exceeds a predetermined

threshold (e.g. $50K), consider entering into

negotiations with the respective supplier to formalise a

contract and agree better trading terms.
KPMG review of |Finance Implement a ‘one-up’ approval of PO and strengthen [Complete Raj Java Complete Complete One up approvals through ePO are only for

Procurement and
Contract
Management

controls to detect breach of Delegation of Authority.
1) Update WDC's procurement policies and procedures
to require invoices to be approved by “one-up” level
for POs raised and approved by the same staff within
their DoA.

2) Ensure that manual POs and invoices are checked by
the Accounts Payable team on a random basis to
ensure that the approval is in line with DoA until the
ePO system is rolled out throughout the WDC.

requisitions above the requestors
delegation limits. Other controls will be
used to mitigate risks of not having the one
up approvals if purchases are within
delegated limits.
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KPMG review of |Finance Implement exception reporting over key supplier Complete Stephen Complete Complete
Procurement and Masterfile changes. Thompson
Contract 1) Implement exception reporting to identify changes
Management to supplier bank account details.
2) Review of the exception report should be performed
by an independent staff on a regular basis.
KPMG review of  |Finance Implement controls to detect duplicate invoice into 1) The AP module will not allow you to enter Stephen Jul-17 Work in progress
Procurement and FinanceOne. the same invoice number for the same supplier [Thompson
Contract 1) Implement the following system controls within with the same date. However, if anyone of
Management FinanceOne: these details are mis-keyed or are different, it
* Prevent entry of invoices with the same invoice will be accepted by the system. Staff have a
number against the same supplier. report to identify possible duplicate invoice
* Prevent entry of invoices dated prior to the PO date. |numbers which is reviewed. However, under
2) Alternatively, implement a monitoring reporting the EPO system, if duplicate invoices are
function to highlight all invoices dated prior to the entered happens, there will be nothing to
purchase order date. match this invoice against.
This is no longer an issue as we are fully
electronic in raising purchase orders. If an
invoice is received without a Purchase order
quoted, it is immediately returned to the
supplier - unpaid.
2) No longer applicable — per above
KPMG review of |Procurement Develop a procurement strategy and ensure With the completion of the process Raj Java Dec-17 Work in progress [Procurement Policy and Manual to be

Procurement and
Contract
Management

consistency and clarity of procurement guidelines. 1)
WDC should consider developing a procurement
strategy. The strategy should set out:

e procurement aims and objectives for the next 3to 5
years

® procurement vision

e demonstrates the support by senior management

e maps out the major initiatives to be addressed in the
forthcoming 3 to 5 years

¢ WDC'’s public commitment to maintain and improve
the day-to-day procurement work within WDC and
emphasises a determination to make continual
improvements in that work

o framework upon which WDC's procurement policy
and procedures are based

e objectives against which progress can be measured
and reported

2) Review procurement guidelines to ensure there is
consistency between procurement policy, the manual
and ProMapp process descriptions.

simplification exercise, the balance work of
integrating our strategy, policy and manual to
the new defined processes needs to be
completed.

approved by Council by 31/03/2018
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KPMG review of |Procurement Strengthen supplier vetting and improve monitoring A manual process to create new supplier Raj Java Dec-17 Work in progress [The new process to be based on ECM
Procurement and over duplicate supplier accounts. request has been put in place which include workflow will record Conflict of Interest
Contract 1) Update the new supplier form to include checks for |Conflict of Interest Declaration. However declaration by requestors of new supplier
Management conflict of interest declaration by staff involved in the |requires some work to automate this through additions and will be reviewed by
procurement and approval by the Zero Harm team CiAnywhere which will be possible only after procurement manager before approval is
where applicable. the upgrades are completed by TechOne later granted.
2) Instruct staff to complete new supplier form before [this year.
committing WDC to procure goods/services from a
new supplier.
KPMG review of |Procurement 3) Management should consider validation controls in |Duplicate vendor records are crated only for Alison Complete
Procurement and the new ePO system to restrict entry of duplicate specific reasons and there is adequate control
Contract vendor records. Duplicate vendor records should be over this activity.
Management allowed in exceptional circumstances.
KPMG review of |Procurement Perform supplier rationalisation and spend monitoring. |Currently a manual process is being used to Raj Java Dec-17 Work in progress [Using Data Analytics and procurement
Procurement and 1) Perform supplier spend monitoring on a regular monitor spend across all suppliers. ArcBlue and dashboards improves visibility and would
Contract basis to identify opportunities for formalising KPMG have presented options for procurement provide signals of abnormal or process
Management arrangements with suppliers (including invoice data analytics which can facilitate easy to deviations in a timely manner to introduce
consolidation) for potential cost savings and ensure monitor trends and outliers. Need to review controls to mitigate risks.
appropriate levels of due diligence checks are and finalise best option to consider.
performed.
2) Consider developing a preferred supplier listing over
high volume procurement areas and communicate
across the organisation to consolidate supplier spend
for potential cost savings.
KPMG review of |Procurement Address ePO system inefficiencies and ensure controls |Complete Stephen 30/06/2017 Complete
Procurement and over manual PO books in the future. Thompson
Contract 1) Ensure that system inefficiencies and other issues
Management identified during the pilot phase are rectified before
the system is rolled out to rest of WDC.
2) Ensure that adequate controls are in place to limit
the use of manual PO only in exceptional
circumstances.
KPMG review of |Procurement Formalise and document acceptable variation Complete Stephen 30/06/2017 Complete
Procurement and threshold between PO and invoice value. Thompson

Contract
Management

1) Formalise and document acceptable threshold for
variation between PO and invoice value. Any variations
above the threshold should be reviewed and approved
as per DoA.

2) Ensure that the threshold consist of lesser of a
percentage and a hard cap number.
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Project Adoption of As part of strategy to improve culture, develop an Complete PMA Complete Complete De-coupling of the tool from methodology
Management Framework awareness programme to educate project teams on has commenced in coaching sessions.
the roles of the different components of the
framework and the practical benefits. It is essential to To be included as part of PMF programme
de-couple the negative sentiments associated with the of works: PM toolkit (Sept 2017).
IPM from the rest of the framework and its significant
benefits to Council. Two separate work streams are outlined in
the PMF Programme. The PMF group have
full understanding of the two work streams
and the relationships between the
framework and tool and are tasked to
communicate this information as required
across their teams and business units.
Project Adoption of Review the valuable feedback received from project Complete PMA & PMF Complete Complete Trail version of cloud based project
Management Framework teams on IPM. Consider whether the reasons for poor management tool (CAMMSsProject) has
adoption are in fact valid and how this can be recently been provided by vendor.
addressed with the tool or application of it. Where
there is clearly a user perception gap, address this To be included as part of PMF programme
through the training programme. of works: PM toolkit (Sept 2017). This will
most likely include development of a full
requirements specification.
An upgrade of the tool has been
completed to facilitate a better user
experience. The total functionality of the
tool will be reviewed as part of the PMF
work stream detailed above.
Project Adoption of Having addressed/identified the most suitable tool Complete PMF & PMA Complete Complete PMF have developed project to create and
Management Framework (IPM or other) to support project management, develop work streams to deliver against

establish a roll out programme which fits with the
project management training and awareness
programme.

this recommendation. Work-streams to be
completed by April 2017.

Trail version of cloud based project
management tool (CAMMSsProject) has
recently been provided by vendor.

To be included as part of PMF programme
of works: PM toolkit (Sept 2017). This will
most likely include development of a full
requirements specification.
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Project Adoption of Establish mandatory project management standards. [Complete PMF & PMA Complete Complete first workshop 10/02/2017
Management Framework This may create the perception of more administration PMF have developed project to create and
for those who are not practicing good project develop work streams to deliver against
management disciplines. this recommendation. Work-streams to be
completed by April 2017.
This body of work is agreed and will be part
of the PMF programme of Works : PM
Standards Project
Project Adoption of Differentiate between the tool versus the framework. [Complete PMA Complete Complete De-coupling of the tool from methodology
Management Framework has commenced in coaching sessions.
This body of work is agreed and will be
part of PMF programme of works: PM
toolkit (Sept 2017).
Project Adoption of Enrol project personnel to help pilot the tool to To be workshopped with PMF PMF & PMA Jan-18 Work in progress [To be conducted with PMF as part of on-
Management Framework establish buy in. going programme of works.
Work on this will commence after the
upgrade 31/08/2017)
Project Adoption of Ensure use of tool simplifies compliance with Complete PMF & PMA Complete Complete Appropriate workflows have been created
Management Framework mandatory project management standards. A fit for in consultation with business units and
purpose exercise is required to ensure the tool roiled out with the recent upgrade. These
selected match the project type (e.g. capital works will be further developed as part of BAU as
outsourced project) necessary and as the organisational
maturity improves.
Project Adoption of Ensure the tool has demonstrable benefits for the user |To be workshopped with PMF PMF & PMA 30/12/2017 Pending
Management Framework to encourage voluntary adoption. This means targeting
the pain points of project teams today. For example,
the tool may integrate with finance system to track
costs incurred, to avoid dual entry against budget.
Another example is where the user can intelligently
import an existing project plan that was externally
developed.
Project Adoption of Win positive feedback from smaller user communities |To be workshopped with PMF PMF & PMA Jan-18 Work in progress [PMF and broader org project group
Management Framework before rolling out too widely (given the diverse nature established. Rocket Projects engaged to
of projects at council). assist with project based on change
management.
Project Adoption of Ensure that the tool is not overtly prescriptive and Complete PMA & PMF Complete Complete Note: This will be review again once new
Management Framework utilises consistent terminology to the messages version of tool is decided and

contained within the Guide.

implemented.
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Project Methodology Project Reporting - Specify information which must be [Recommendation to be developed by PMF . PMF Jan-18 Work in progress [Reports have been created with specific
Management included in project reports, frequency of reporting, and information defined in fields. These reports
how reporting should differ based on the nature of the need to be reviewed and approved by PMF
project, audience reported to etc. Link this aspect to to ensure cross organisational agreement.
approved templates to facilitate consistency across the
organisation. This work will take place starting October
2017
Project Methodology Resource Management - While resource allocation will [Scheduled as part of the Project Management [ELT & PMF Work in progress [This body of work commenced May 2017
Management differ considerably across enterprise, explain the key  |Forum Programme of Work: PM Enterprise as part of the Project Management Forum
methods and how capacity is managed in total. Also, [Portfolio Framework. Detailed timeline Programme of Work: PM Enterprise
provide useful checklists for resource requirements expected Nov 2017 (BC required) Portfolio Framework
and costing methods.
Project Methodology Link to Contract Management expectations - Clarify Scheduled as part of the Project Management |ELT & PMF Work in progress [This body of work is scheduled to take
Management Councils project governance and project management |Forum Programme of Work: PM Standards. place Sept 2017 as part of the PMF
roles where some or all parts of a project are Detailed timeline expected Nov 2017 (BC programme of Works : PM Standards
contracted out. For example, even though a project required) Project
may be contracted out from a delivery perspective
Council still requires visibility of risks which it continues
to own.
Project Methodology The guide appears to be a useful tool for inducting new |Complete PMA & Rocket Complete Complete First workshop 10/02/2017
Management project personnel. Consider explaining the concept of Projects PMF have developed project to create and
project portfolios at Council and how these fit within develop work streams to deliver against
the organisational structure. this recommendation. Work-streams to be
completed by April 2017.
Completed final development workshop
with stakeholders 22/05/2017. Added to
PMF programme of works: PM
Implementation Project: PM Induction
package (April 2018)
Project Methodology Consider developing mandatory policies and linking the |Complete PMF Complete Complete The on-going works within PMF will
Management Guide to such policies as part of the overall strategy to identify policy requirements and inform
improve project management culture. development of policy
Policy to be created as part of PMF
programme of works: PM Implementation
Project: PM Standards (Sept 2017)
Project Methodology As part of the above recommendation, clarify how Complete PMA & Rocket Complete Complete First workshop 10/02/2017
Management project stage gates are approved within the Projects PMF have developed project to create and

organisations delegation of authority. For certain high
risk projects, stipulate the use of independent quality
assurance for various parts (e.g. revalidating a business
case proposal or reviewing project deliverables).

develop work streams to deliver against
this recommendation. Work-streams to be
completed by April 2017.

PM Methodology to be updated as part of
PMF programme of works: PM Standards
(Sept 2017)
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Project
Management

Methodology

Establishment of an Enterprise Project Management
Office (ePMO). Consider an ePMO's involvement in
stage gate reviews to induce greater levels of quality
and compliance with the Guide.

Complete

ELT

Complete

Complete

The PMF has instead been implemented.

Project
Management

Methodology

Increase awareness of the Guide through training
sessions that include aligning it to how it can prevent
common failures. This training must go beyond the
methodology and cover the soft side of effective
project management, for example, how to manage a
disengaged sponsor.

Complete

PMF & PMA

Complete

Complete

First workshop 10/02/2017

PMF have developed project to create and
develop work streams to deliver against
this recommendation. Work-streams to be
completed by April 2017.

Training being developed as part of PMF
programme of works: PM Training Project.
Training packages to be rolled out April

anao

Project
Management

Practices

Establish an ePMO, with ultimate accountability at the
organisational ET level, which has a clear mandate to
delver increased levels of project success. As part of
this, decide upon the style and model of ePMO. For
example, a 'weather station' ePMO acts as a central
information collector, analyser and reporter of
enterprise activity. A 'control tower' ePMO adds high
level direction to projects (i.e. recommends critical
decisions to a governing body). A 'wind commander'
ePMO also controls/owns resources.

Complete

ELT

Complete

Complete

Project
Management

Practices

Involve the ePMO in reviewing projects and providing
support. For example, the ePMO could be involved in
reviewing deliverable at phase gates and assessing
performance against project management standards.
For high risk projects, deploy independent quality
assurance. All insights need to be looped back to
training and awareness programme.

Complete

ELT

Complete

Complete

Project
Management

Practices

Use a project manager accreditation process to
allocate projects of varying difficulty/risk levels. This
may simply involve the adoption of well-established
industry qualification programmes.

Complete

PMF & PMA

Complete

Complete

PMF have developed project to create and
develop work streams to deliver against
this recommendation. Work-streams to be
completed by April 2017.

To be included as part of PMF programme
of works: PM Training (Nov 2017).
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Project Practices Establish training and awareness programme through [Complete PMF & PMA Complete Work in progress [PMF have developed project to create and
Management which accreditation may be attained. The range of develop work streams to deliver against
activities can vary and need not all be formalised. For this recommendation. Work-streams to be
example regular case studies of completed Council completed by April 2017.
projects could provide valuable insights in terms of the
importance of good project management. These Training and awareness to be included as
should include risk management, stakeholder part of PMF programme of works: PM
management, reporting, forecasting, contract Training (Nov 2017).
negotiation and management.
Audit schedule to be included as part of
PMF programme of works: PM Continuous
1 4 (N A~ DN10)
Project Practices Encourage project managers to attend project Scheduled as part of the Project Management |PMF & PMA Jan-18 Work in progress [PMF have developed project to create and
Management management networking events where they can share [Forum Programme of Work: PM Continuous develop work streams to deliver against
their good and bad personal experiences for others to |Improvement. Detailed timeline expected Nov this recommendation. Work-streams to be
learn from. 2017 (BC required) completed by April 2017.
Project Practices Have project managers peer review projects to Scheduled as part of the Project Management |PMF & PMA Jan-18 Work in progress [PMF have developed project to create and
Management reinforce the project management steps and Forum Programme of Work: PM Continuous develop work streams to deliver against
personally experience the effects of poor quality Improvement. Detailed timeline expected Nov this recommendation. Work-streams to be
documentation. Training can be made engaging 2017 (BC required) completed by April 2017.
through combining peer review reports, post audit
insights and networking events.
Project Practices Regardless of project management systems used, Upgraded tool have lessons learned report PMF & PMA Complete Complete PMF have developed project to create and
Management projects should regularly report on issues and these capability. develop work streams to deliver against
should be visible to the ePMO. Aside from seeking this recommendation. Work-streams to be
help, this will facilitate root cause analysis and help to completed by April 2017.
address any project management deficiencies. All
projects should complete a lessons learned document Upgraded tool facilitates this approach.
at the end of the project to further uncover project Development of the functionality of this
management issues. New projects should be report will continue as part of BAU and the
challenged at the start to see how they have prepared PMF Programme work streams.
to utilise prior lessons learned.
Project Practices Specific training may be required where projects are  |Scheduled as part of the Project Management |PMF & PMA 30/12/2017 Pending
Management contracted out. This is to ensure sufficient Council Forum Programme of Work: PM tools. Detailed
visibility of project management areas. The reporting |timeline expected Nov 2017 (BC required)
should meet the informational needs of Council. For
example, reporting on risks should align with Councils
risk matrix so that projects can be measured
consistently.
Project Practices Undertake prescribed audits to ensure critical project [Complete PMF & PMA Complete Complete PMF have developed project to create and
Management planning documentation (e.g. project plans and develop work streams to deliver against

business cases) are retained so that the success of the
project can be measured against planned benefits and
success criteria.

this recommendation. Work-streams to be
completed by April 2017.

Audit schedule to be included as part of
PMF programme of works: PM Continuous
Improvement (May 2018).
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Project Practices Perform an organisation wide project management Complete ELT Complete Complete
Management competency assessment that includes nominated
project role definitions, to determine knowledge and
skills gaps for the purpose of implementing targeted
training.
Project Practices Where necessary, consider the use of fixed term Complete PMF & PMA Complete Complete PMF have developed project to create and
Management project management specialists to run complex/high develop work streams to deliver against
risk/resource intensive projects for the organisation. this recommendation. Work-streams to be
completed by April 2017.
This recommendation is in effect. Further,
the PMF is currently developing a BC to
resource the PMF programme work
streams.
Project Tool Simplify IPM configuration to a basic version. It should |Complete PMA & PMF Complete Complete
Management identify the minimum requirements to manage
projects across the majority of Council. Look to
implement other features as user capability over
project management improves, and linked to this the
demands on the system functionality to keep pace with
this.
Project Tool Explore capability of CAMMS to provide a working Complete PMA, CAMMS & IT|Complete Complete
Management prototype of the enhanced solution for WDC to trail.
Determine whether the prototype meets requirements
and any concerns with current version.
Project Tool Work through current frustrations with CAMMS and Complete PMA, CAMMS & IT|Complete Complete Upgrade has been installed.
Management seek out quick wins (such as improving response
times).
Project Tool Increase user awareness of tool functionality including [Complete PMF & PMA Complete Complete PMF have developed project to create and
Management understanding of basic project management develop work streams to deliver against

terminology and relationship with WDC project
management methodology.

this recommendation. Work-streams to be
completed by April 2017.

A training work stream has been added to
the PMF programme of works.
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Risk Management |Data & Little awareness of Promapp as the central repository [Complete Risk Coordinator [Complete Complete Promapp has built in risk training
Technology of risks. Ensure that staff are aware and use Promapp programme. This will be included as part of
as a central repository rather than maintaining their overall training package. 2/2/2017 ET
own repositories of risk information. agreed that Promapp will be used by them
and the organisation for the purpose of
capturing risks and that they will support
use through reporting requirements and
non-acceptance of other formats.
Risk Management [Risk Assessment & [The ET strategic risk register is out of date. The Complete Risk Coordinator [Complete Complete All operation register reviews completed
Measurement operational risk registers were created about 2 years 01/03/2016.
ago. While there is a process to review these on a 6 Monthly discussion and 6 monthly review
monthly basis, the review by the business is more from to be implemented as part of ORA
a compliance to process perspective rather than a reporting schedule and training.
robust review of existing and emerging risks.
Risk Management |Risk Assessment & [There is a lack of understanding and clarity around the |Complete Risk Coordinator [Complete Complete Draft created for inclusion in training to
Measurement distinction between ‘issue’ and ‘risk’. There is a provide understanding of difference and
combination of risks and issues reported together as how processes should work towards
risks. continuous improvement. Introduced to ET
2/2/2017.
Risk Management |Risk Assessment & |A facilitated risk workshop to derive a top-down view |Complete ELT & Risk Complete Complete To be added to RM calendar as BAU
Measurement of risks is important to help deliver on WDC's Coordinator
objectives. This will ensure that ET and the ARC focus
on strategic risks and provide monitoring and guidance
for risks which matter the most to organisation’s
strategy.
Risk Management |Risk Assessment & [Annual bottom-up risk workshops facilitated by the risk|Complete Risk Coordinator [Complete Complete As part of the Activity Management Plans

Measurement

team should be considered to update the current
operational risk registers. This will also enable an
organisational wide risk management culture and
facilitation of risk insights from the front line. Any
significant risks identified during this process should be
included in the ORR.

inc;
Libraries

Parks & Facilities
Waters

As BAU;

CDEM

Regulatory
Programme Delivery

All others will continue to be regularly
reviewed as part of the Risk Calendar
schedule.
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Risk Management |Risk Assessment & |Going forward, a consistent approach should be Complete Risk Coordinator [Complete Complete Framework review including scheduled
Measurement adopted for business unit/functional risk registers. A requirement. Risk calendar development

clear guidance should be provided to business units to provide schedule.

regarding developing their business unit risk registers

including frequency and roles and responsibilities. Initial risk tool training complete.
Scheduled training to take place regularly
(through Waisite training and as new
employees are inducted).
Risk Calendar has been developed and will
be used by Risk Coordinator as part of BAU
risk planning.

Risk Management [Risk Assessment & |The programme/projects risks should be consolidated |Complete Project Complete Complete See PM work plan.

Measurement and aggregated to ensure effective reporting of Management
programme/project risks. A portfolio view of all Forum
programme/project risks should be developed and only
top programme/project risks should be reported to the
ARC.
Risk Management |Risk Assessment & [Update and revise the risk matrix to ensure that it Complete Risk Coordinator [Complete Complete Underway. First matrix review conducted
Measurement caters to effective assessment and measurement of 3/3/2017.
strategic and operational risks of WDC.
Pending approval from ELT (scheduled
28/09/2017) and for addition to updated
Risk Management Framework)

Risk Management |Risk Culture There was consistency among the ET in terms of WDC’s |Complete Risk Coordinator |Complete Complete Requirement for 6 monthly review
risk management which was generally described as captured in Framework.

“reactive, static, mechanical, conservative”. Post ORA this will be implemented by ET
Management is good at managing risks when and scheduled training provided as part of
presented with risk information. However, a fully ORA outputs.

engaged, proactive management of risks needs to be

practiced. Leadership of risk management is lacking in

the business. Risk management is viewed as a

“laborious’ process particularly to update the

operational risk register on a 6 monthly basis.

Risk Management |Risk Culture Encourage a more open risk communication, dialogue [Complete Risk Coordinator [Complete Complete Meetings will Unit Managers & TL's along
across the organisation to embed risk management in with ET. Pokeno Growth workshops an
day to day activities. example.

On-going.
Risk Management |Risk Culture Consider regular risk communication and updates from |Complete ELT Complete Complete Discussions with ET 2/2/2017. Engagement

the CE to ‘walk the talk’ demonstrate good leadership,
commitment and a strong tone at the top. Guidance
may be taken from the current approach to Health and
Safety Management which appears to be well
embedded and understood across the organisation.

plan for ORA includes schedule and
mediums. ET confirmed that risk
management will be prioritised as a topic.
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Risk Management |Risk Culture Conduct formal risk workshops at least annually to Complete Risk Coordinator [Complete Complete Calendar expected to be finalised by
allow for an open risk discussion. Employee 01/07/2017
engagement is developed through participation in the
risk identification and management process. Calendar created. Currently having

schedules added.

Annual workshops for Business Units/Team
as part of BAU (facilitated by Risk
Coordinator and or external as deemed
necessary).

Risk Management |Risk Culture Risk Management should be formalised as part of the |On track - to be completed post ELT Risk ELT Work in progress |Discussions with ET 2/2/2017. Monthly
team meeting agendas. Responsibility to lead the risk |Management Training (31/08/2017) and RAS reporting to begin with ORA progress. Post
discussion should be rotated among the team to shift |workshop (07/09/2017). ORA reporting schedule to be
the mind-set that risk management is primarily led by implemented. BA has created first draft of
senior management. reporting format.

Risk Management |Risk Culture Consider introducing risk management into employee |On track - to be completed post ELT Risk ELT Pending
performance plans to encourage the desired risk Management Training (31/08/2017) and RAS
management culture and behaviours. workshop (07/09/2017).

Risk Management |Risk Culture Consider enhancing the dissemination of risk On track - to be completed post ELT Risk A&R Pending
management information down through business line [Management Training (31/08/2017) and RAS
personnel. For instance, at each ARC meeting, 4 top workshop (07/09/2017).
key risks are selected for detailed discussion and action
monitoring. Management should consider sharing the
information and actions arising from these discussions
with the business line personnel.

Risk Management |Risk Culture Risk management awareness sessions and trainings This item is on track. RAS workshop scheduled |Risk Coordinator [Jan-18 Work in progress [Training package to be created post RMF
should be considered to enhance risk management for 07/09/2017. review completed and RAS captured.
capability in the organisation. Currently, knowledge gaps being identified

through meetings with Business Unit
Managers and Team Leaders as
operational registers are being reviewed.
All initial Risk Tool Training has been
completed.

Risk Management |Risk Governance [The existing Risk Management Framework and Policy |Policy pending approval from ELT scheduled Risk Coordinator |Jul-17 Work in progress |[In progress as part of ORA. Reviewed policy

are dated February 2013 and March 2014 respectively.
These need to be updated. This presents an
opportunity for WDC to align the framework with the
strategic objectives of the organisation and the key
elements of a risk management process.

28/07/2017.

This item is on track. To be completed post RAS
workshop (scheduled for 07/09/2017).

has been drafted and approved by
Continuous improvement. To CE and CWP
next.
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Risk Management |Risk Governance [Currently, risk management activities appear to be Complete ELT Complete Complete Workshop with ET 02/02/2017 to establish
driven by the risk coordinator who has a function basis for their reporting requirements &
reporting line to the General Manager, Strategy and established need for ET to champion risk.
Support. Risk Management should be championed at This will be achieved by promotion and
the ET level. prioritisation of risk related activities and

support of the ORA.

Risk Management [Risk Governance [WDC should adopt a formal risk operating structure to |Complete Risk Coordinator [Complete Complete Request for formation of Forum approved
ensure that there is a clarity of roles, responsibilities & ET during ET meeting 02/02/2017. ORA to
and accountabilities for the different parties who are develop training and launch Forum.
part of WDC’s risk management framework.

Risk Management |Risk Governance [The risk operating structure should be communicated |Complete Risk Coordinator [Complete Complete Request for formation of Forum approved
to all staff so that they understand their roles and & ET during ET meeting 02/02/2017. ORA to
responsibilities and how can they contribute making develop training and launch Forum.
WDC's risk management more robust and effective.

For example risk owners responsibilities for risk
treatments.

Risk Management |Risk Governance [Council level thresholds for escalation and reporting Complete Risk Coordinator [Complete Complete
are not defined. Currently there is quarterly reporting & ET
on the organisational risk register (ORR).

Risk Management |Risk Governance [Council level thresholds for escalation and reporting On track - to be completed post ELT Risk Risk Coordinator |Jan-18 Work in progress [Framework clearly captures thresholds for
are not defined. Currently there is quarterly reporting |Management Training (31/08/2017) and RAS & ET reporting. Meeting ET on 2/2/2017 to
on the organisational risk register (ORR). workshop (07/09/2017). explore reporting requirements. Meeting

with BA 23/02/2017 to explore reporting
formats. Draft formats ready for review.
Final reporting medium to be decided post
ELT training with KPMG. Likely
implementation date post October ARC.

Risk Management |Risk Governance [Risk management understanding and capability is On track - to be completed post ELT Risk Risk Coordinator |Jan-18 Work in progress [Complete training package to be created

limited in the business to use risk management in
business as usual activities. There is a need for more
guidance and coaching for the business to enable risk
information to be used in day to day business and
decision making.

Management Training (31/08/2017) and RAS
workshop (07/09/2017).

post RMF review completed and RAS
captured.

Currently, knowledge gaps being identified
through meetings with Business Unit
Managers and Team Leaders as
operational registers are being reviewed.

All Risk Tool training completed.
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Risk Management |Risk Management [Risk treatments do not always refer to specific action |Complete Risk Coordinator [Complete Complete Included in training.
& Monitoring plans, policies or processes. There is a lack of
understanding from risk owners on the risk treatments
required and any impact on BAU.
Risk Management |Risk Management [Support and assistance should be provided by the risk |Complete ELT Complete Complete Risk Forum not yet implemented although
& Monitoring team to identify appropriate risk mitigations and is part of risk structure.
treatment plans to manage risks Current practice is for Risk Coordinator to
arrange, facility and promote all risk
management associate with risk tool and
to coach/assist in the identification and
documentation of risks and treatments.
Draft process being developed to provided
guidance on how to seek support.
Risk Management |Risk Management [Management should be report on the effectiveness of |Complete ELT Complete Complete Templates being drafted. To be trailed with
& Monitoring the treatment plans particularly those relating to the Pokeno Growth Forum 7/3/2017. To be
key strategic risks included in training.
Templates created and rolled out in pilot
as part of risk tool training.
Risk Management |Risk Management [A process to test or validate the effectiveness of Recommendation still being considered ELT Pending
& Monitoring management’s current activities to mitigate or reduce
risk to acceptable levels should be considered (i.e.
Internal Audit). These processes are relied upon by
Council, ET, and external parties to gain confidence in
the appropriateness and effectiveness of risk
mitigation, responses, and action plans.
Risk Management |Risk Reporting & [Review the current risk reporting to ARC and ensure On track. To be completed post RAS workshop [A&R, ELT and Risk Pending
Insight there is a consistent criteria based on which key risks |(07/09/2017). Coordinator
are selected for quarterly reporting. The criteria should |Updated framework will clearly capture report
be discussed and approved by the ARC. requirements and expectations.
Risk Management [Risk Reporting & [Council and ET reporting processes need to be defined |On track. To be completed post RAS workshop [ELT & Risk Pending
Insight so that there is alignment with Council expectations (07/09/2017). Coordinator
and risk appetites. Council and ET’s risk reporting Updated framework will clearly capture report
requirements are vital to the effective discharge of requirements and expectations.
their risk oversight responsibilities. It is also focused on
supporting decision making.
Risk Management |Risk Reporting & [The number of key controls reported to the ARC should|On track. To be completed post RAS workshop |ELT Pending

Insight

be reviewed. Management may want to report key
risks identified as a result of the top down risk
identification and assessment once implemented.

(07/09/2017).
Updated framework will clearly capture report
requirements and expectations.
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Risk Management |Risk Reporting & [A process has not yet been identified for monitoring or |On track. To be completed post RAS workshop |Risk Coordinator [Jan-18 Work in progress [Formal incident reporting processes have
Insight reporting incidents. An incident monitoring process for [(07/09/2017). recently been implemented within the
all risk areas of the organisation, including reporting Updated framework will referene process. organisation. ORA to include a process
processes needs to be implemented. review to identify if incidents relate
identified risks and how to engage the
evaluation process with risk/incident
management in the context of CI. This will
also require a process for evaluating if the
possibility of incident recurrence requires
escalation onto the risk register.
Risk Management |Risk Reporting & [Opportunities to improve include greater focus on Complete Complete Complete This will be added to future works
Insight future risk issues (i.e. forward-looking key risk programme as the organisational maturity
indicators, scenario analysis, etc.) and a comprehensive evolves
single view of risks.
Risk Management |Risk Strategy & Create a clear linkage to WDC's strategic objectives On track - scheduled for October 2017 (to allow [ELT & Risk Pending Delayed to accommodated ELT training
Appetite and/or community outcomes to ensure that all risks KPMG training and RAS workshop to be Coordinator with KPMG
associated with strategic objectives have been conducted, September)
completely considered and are being mitigated
appropriately. We recommend that risks are
considered as key aspects of the annual planning and
discussed by the Executive Team (ET) and the Council
when setting up strategic objectives and/or community
outcomes. Other opportunities include framing key
planning activities such as asset management and
district plan development such that risk discussions
become more live and visible.
Risk Management |Risk Strategy & Establish and document a Risk Appetite Statement Complete ELT & Risk Complete Complete KPMG to be engaged for this process.
Appetite (RAS) for key areas of risks which are approved by the Coordinator Discussed with ET 02/02/2017 & confirmed
Council. with Tony 27/02/2017
Conducted 07/09/2017. To ARC
22/09/2017.
Risk Management |Risk Strategy & Ensure alignment between the documented risk On track. To be completed post RAS workshop [Risk Coordinator |Sep-17 Pending This piece of work cannot commence until
Appetite appetite levels and relevant Council policies. (07/09/2017). WDC RAS has been agreed (Aug 2017).
Updated framework will clearly capture report
requirements and expectations.
Risk Management |Risk Strategy & Communicate the RAS to the wider organisation, or at |To be provided as an organisational ELT Sep-17 Pending This piece of work cannot commence until
Appetite least mid tier management levels. communication through the project WDC RAS has been agreed (Aug 2017).

engagement plan post workshop 07/09/2017
and ARC 22/09/2017.
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Risk Management

Risk Strategy &
Appetite

Ensure that the RAS is reviewed at least annually or
updated for any significant change.

Complete

Risk Coordinator

Complete

Complete

Added to risk calendar as part of BAU
(managed by Risk Coordinator)
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Report Title | KPMG Waikato LASS Internal Audit Insights
Panel Session

l. EXECUTIVE SUMMARY

This report provides the Audit & Risk Committee an overview of the KPMG Waikato LASS
Internal Audit Insights Panel Session held on Wednesday, 06 September 2017.

2. RECOMMENDATION

THAT the report from the General Manager Strategy & Support be received.

3. BACKGROUND

As part of the commitment to the LASS internal audit objectives, KPMG agreed to conduct
an annual insights session on common areas of internal audit activity and focus within the
sector. On Wednesday 06 September KPMG shared their insights and experience at a
session held at the Waikato Regional Council offices. The session agenda included:

* Internal Audit Reflects
= General Internal Audit Trends
*  WLASS Internal Audit Progress Update
— Risk Management
— Fraud Related Reviews
— Asset management
— Contract Management
— Procurement

* Local Government Common Challenges

Page | Version 5
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» Continuous Improvement Initiative

* Enabling Continuous Improvement Through Data Analytics

= Digital Labour & Automation

= Opportunity in IT Strategy & Shared Services For WLASS

Audits conducted at Waikato District Council in common areas of focus include: Contract

Management; Procurement; and Risk Management. @ Work continues to progress
recommendations from these audits.

4, ATTACHMENTS

KPMG Waikato LASS Internal Audit Insights Panel Session presentation

Page 2 Version 4.0






FUELLING .

PROSPERITY

We passionately believe that the
flow-on effect from focusing on
helping fuel the prosperity of our
clients significantly contributes to
ensuring that our communities,
and ultimately our country and all
New Zealanders, will enjoy a more
prosperous future.
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-Ueling prosperity in our communities

Play Video

® 2017 KPMG, a New Zealand partnership and a member firm of tha KPMG natwork of indapendent member firms affiliatad
with KPMG international Cooperative (*KPMG Intarnational”), a Swiss entity. All rights resarvaed.



90

Adenda

1. Internal Audit Reflections

2. Digital Labour and
Automation

Morning tea

3. Opportunities in IT strategy
and shared services

© 2017 KPMG, a New Zealand partnership and a mambar firm of the KPMG network of independent membar firms affiliatad
with KPMG International Coaperative {"KPMG International), a Swiss antity, All rights resarvad.
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ntemal Audt
RBTIECTIONS

Recent trends, common challenges and continuous
improvement initiatives

David Sutton and Bineeta Nand
Partner, Advisory and Director, Advisory

6 September 2017
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ntermal Audit trenc

Internal Audit evolution

Business
environment
complexity and
market volatility

v

Internal Audit strategic
engagement

© 2017 KPMG, a New Zealand partnarship and a member lirm of the KFMG network of independent membar firms atfihated
with KPMG Inlerna tional Coopera tive {"KPMG Intarnational”), 2 Swiss entity. All nghts reserved

“Internal auditors are not
just responsible for
overseeing the financial
and operational aspects,
but are asked to provide
strategic advice for more
effective decisions within
the company”
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10p10Internal Audit Considerations for 20

Survey results from Internal Audit departments across multiple industries conducted by KPMG

Integrated Assurance

Assurance functiors to work together to provide an integrated
view of the organisation’s risk profile.

Cybersecurity

It is critical that all companies remain vigilant and up to date
regarding recent protection criteria.

Emerging Technologies

New evolution in technology bring risks that companies need
to stay on top of to optimise the impact of technology.

Strategic Alignment

Often efforts to bring strategic change can sometimes neglect
to revise internal controls to conform to new business models.

Regulatory Compliance

Companies, regard.ess of industry, are being inundated with
new regulatory requirements, both domestically and abroad.

BOLEIEI0

with KPMG Internalional Cooperative {"KPMG International *), 2 Swiss entity. All nghis reserved

®e)®)E

© 2017 KPMG, a New Zealand partnership and a membe) firm of the KPMG network of independent member firms affilated

Third-party Relationships

Companies are increasingly relying on third parties to carry out
vital business functions. This involves numerous risks and
failures.

Data Analytics and Continuous Auditing
Today's method involves repeatable and sustainable data
analytics that provide a more thorough and risk-based
approach.

Anti-bribery/Anti-corruption

An effective anti-bribery and corruption compliance programme
will reduce the risk of costly and disruptive enforcement
activity.

Performance Risk

Shareholders’ expectations of business performance and the
risk of not performing are growing increasingly more important.

Culture Risk

Culture can be observed, monitored and changed over time to
mitigate misconduct and encourage strategic behaviour.
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€ 0 Internal Audit in local government

Ul

Poll Time

Q:What areas do you foresee Internal Audit playing a
role in the future?

) @) (@

Poll Discuss Ideas

hitps://pollev.com/kpmanz? ga=2.192307626,1808744243 1504569734-781514413,1504568734

© 2017 KPMG, a New Zealand partnership and a member hrm ol the KFMG network of indepandent membar hrms affibaled
with KPMG Internalion: al Cooperalive ["KPMG International ), a2 Swiss entity. All rights reseived
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nformation fechnoiogy Msks

= SOCIal engineering

Data protection

Cyber security risk Cyber insurance

Auditing of third-
parties

® 20117 KPMG, a New Zealand partnership and a mamber firm of the KFMG network of independent member firms affilated
with KPMG International Cooperative {"KPMG Inlernational™), » Swiss entity. All nghts reserved
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Recent Internal Audit Activtie

Fraud-
related
Reviews

Contract
Management

Procureme
" ! nt

Risk Management

© 2017 KPMG, a New Zealand partnership and a member linm of the KPMG network of independent member firms afiliated
wilh KPMG International Cooperative ["KPMG International ”), a Swiss entity. All nghts resarved

Fraud Risk
Assessment

Investigations Data Analytics

Fraud
Awareness
sessions

Fraud
Penetration
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L0vermment Sec

CUMBERSOME
POLICIES &
PROCEDURES

DATA
INTEGRITY
ISSUES

FRAUD
INCIDENTS
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CAMITION

UNCLEAR RISK
APPETITE

UNCLEAR
ACCOUNT-
ABILITY

LACK OF
RECOMMEND
ATION
IMPLEMENTA-
COMMON TION
CHALLENGES

LACK OF
MONITORING
AND
PROGRESS ON
INTERNAL
AUDIT
RECONMEND-
ATIONS

CYBER RESOURCE

SECURITY

=N

CONSTRAINT

© 2017 KPMG, a New Zealand partnership and a mamber firm of tha KPMG network of indepandent member firms affiliated
wilth KPMG International Cooperative {*KPMG International“), o Swiss entity. All nghts reserved.
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cmentation of Internal audit
Jmmenadations

C )T

Poll Time
Q: How would you rate the level of progress made on internal

audit recommendations?

) @) (@

Poll Discuss Ideas

https://pollev.com/kpmanz? ga=2 192307626,1808744243,1504569734-781514413,1504569734

m © 2017 KPMB, a New Zealand parinership and a member firm of the KFMG nefwork of independant member hms affiliated

with KPMG International Cocperalive ("KPMG Internalional™), a Swiss entity, All rights reserved,
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O Internal audit

Al

15

Poll Time

Q:What is the key challenge you face or have faced in
implementing internal audit recommendations?

) @) (@

Poll

Discuss Ideas

httos://pollev.com/komanz? ga=2.192307625.1808744243.1504569734-781514413.1504569734

© 2017 KPMG, 2 Naw Zealand partnarship and a member irm of the KFMG network of independent member firms affiliated
wilh KPMG [nterational Cooperalive {“KPMG International™), a Swiss entity. All ights resarved.
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Jtlisation of data anaiytics

Poll Time

Q: Are you actively using data analytics to review your
processes and information?

) @) (@

Poll Discuss Ideas
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Jata analytics enapled internal auditing

Enabling continuous auditing

Areas data

DATA
INTEGRITY
. 3 - ISSUES
analytics have Findings from data analytics

been used

Payroll — Ghost employees
— Excessive overtime

Procurement — Duplicate payments

— Conflicts of interest

— Payments inconsistent with terms RESOURCE CONTINUOUS AJCI\(I:%LE&F_{_
Contract — Overpayments beyond contract SORSIRSILIL AUDITING ABILITY
Management term

— Conflicts of interest
— Payments made outside of

contract terms
Sensitive — Purchases for personal use
; . . 2 LACK OF
Expenditure Unguthorlsed expendltgres 5 BRI
— Split payments/PO to circumvent oy AND
delegations § PROGRESS ON
- - INTERNAL
Accounts Payable = — Inadequate segregation of duties AUDIT
— Delegation of authority breaches RECOMMEND-

ATIONS
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Jata analytics enapled Internal auditing

Q: What are the advantages of continuous auditing?

Collect Access expert advice and skills

processes, Achieve more that are not available in-house
transactions timely
and accounts compliance
data

analytics into our continuous
auditing approach

Shift to ol Identify trends

oIS, CONTINUOUS to develop and

broader and AUDITING maintain the

proactive Save time and resources

VIiews

audit plan

BT Provides the ARC with timely,
based on Reduce costs periodic and insightful reports

continuous while increasing
auditing effectiveness
solutiocns

® 2017 KPMG, a Newv Zealand partnership and a member firm of the KPMG network ot independent member firms affilated
wilh KPMG International Cooperalive (“KPMG International”), a Swiss entity, All nghts reserved.
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cxample from KPMG Contract spend Analysis

=
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cxampie from KPMG Payroll AnalysIS

Total Employees in period of Review:
Total Number of Payroll Transactions:

Overall Amount Paid to Employeass:

Employees with Incorrect Payroll Transactions:

Employees with payslips for more than 60 hours per week

Payroll Review Summary of Findings
19,298
80,612
$66M

10,625 (55%)

Erplopes Warte

e &
s —————————— 1%
Expoyee § L & 3
i { [ E— O
eore { [ —— 0
Encioym | [ ———— 00
Emplores § | 125
Ergnyw & [ 12§
tagme 1) = s 9
Eachores 12 [ NS
Enptym 1) R 703
Enplopes ¢ [N a0
Employee 18 7 — e
Engloywe % [0 = 11

Emgarpre 1T {11 ]

Empenee 11 08

-— —————————
 eee—_

kekins]

© 2017 KPMG, a New Zealand partnership and a membaer firm of the KPMG network of independent mamber firmg affiliated
with KPMG International Cooperative [”KPMG International”), a Swiss antity, All rights reserved.
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NEXT SIeps

What should we START doing?

What should we STOP doing?

What should we CONTINUE doing?

® 2017 KPMG, a Naw Zealand partnership and a member irm of 1he KFMG network of independent member firms affiliated
with KPMG International Cooperative [“KPMG Internananal”), a Swiss entity, All nghts reserved
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RECAD

1. General Internal Audit Trends

2. WLASS Internal Audit
Progress Update

3. Continuous Improvement
Initiative

4. Enabling continuous auditing
through data analytics

@ 2017 KPMG, a New Zealand partnership and a mamber firm of the KPMG netwark of independent member firms affiliated
with KPMG International Cooperative (“KPMG International “}, a Swiss entity, All nights rasarved,
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and Automation

An overview and case studies for Waikato LASS

Kar Arndt
Associate Director, Advisory

6 September 2017
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[echnology overview - Digital Lanour

Enhanced process automation

Cognitive automation

Key takeaways

Basic process automation

@@+¢+_-—E—_+

Rules Screen Work flow
engine scraping

Id8 <3+

Processing of unstructured
data and base knowledge

Macro-based applets
Screen level data collection
Workflow automation
Visio®-type building blocks
Process mapping

Business process
management

Built-in knowledge repository
Learning capabilities
Ability to work with
unstructured data
Pattem recognition
Reading source data
manuals
Natural language processing

©® 2017 KPMG, a New Zsaland partnarship and a membar hrm of the KPMG network of independent member firms affihatad
with KPMG Internalional Cooperative ["KPMG International”), » Swiss enlity, All nghts reservad,

Artificial intelligence

Natural language recognition

and processing

Self-optimization/self-leamning
Digestion of super data sets
Predictive analytics/hypothesis

generation

Evidence-based learning

R

~ 40% of business

process functions
likely to be impacted
in next year

Model is scalable
and largely
independent of
labor growth

40% — 75% cost
take out for
in-scope functions
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PENEILS

When can Robotics and Digital Labour deliver best value?

— Substantial volumes of transactions or synergies
— Clear benefits to clients and stakeholders
— Efficiency benefits

— Non-financial benefits

What are the benefits?

O@' Productivity/performance Scalability

Consistency/reliability

&s Increased employee value

@ Cost efficiencies =| Auditability

© 2017 KPMG, 2 New Zealand partnarship and a membar Jirm of the KFMG network of independent membaer firms affilialed
with KPMG International Cooperalive {(“KPMG International”), a Swiss entity. All rights resarve d.
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Lase Studies - what's happening out there?

The future of the Financial Services

Robotic process automation (RPA)} , machine learning, and cognitive automation are driving
transformation in the finance industry. Initially, the finance focus will be on the back office automation
enabling a reduction of effort and increased time for analysis. Evolving to cognitive automation
development will enable finance to be a stronger business partner — reducing the effort to complete
consolidation and management reporting by up to 70%.

Automation benefits finance transactional processes in the following ways:

Quality Accuracy Sneed Efficiency

Reduces FTEs
resulting in significant
cost reductions

Detects poor
data integrity

Reduces human

Reduces cycle time
efror rate

Enables scheduled Reduction in manual Performance tasks

maintenance checks journal entries 365 days a year at Resources can focus
2417 availability on more value-added

Utilises advanced activities

analytics to anticipate Enables ability to rapidly

and resolve issues scale transaction volume

Provides greater
return and efficiency
than outsourcing and

offshoring resources

® 2017 KPMG, a New Zealand partnership and a member firm of the KPMG network of independent membar firms affiliated
wilh KPMG International Cooperative {*KPMG International “), o Swiss entity All rights reserved
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(Jase studies - accounting profession

The future of accounting
Automation is significantly transforming the accounting industry

— Research from Oxford University suggests accountants have a 95% chance of losing their

currently roles to automation as data entry, number crunching and data analysis tasks are
computerised

“ Al will increase our audit quality, as it begins to “ With more data available, the case load for
allow us to ask a lot more questions. It will judgement work is just going to increase. Do
improve efficiency in what we do and it will we expect repetitive work and jobs to go? We
provide more insight. More than whole jobs absolutely do. But an increase in artificial
disappearing, we will more likely see an impact intelligence and consulting work can help our
on skill sets and we will still need humanities. clients to improve their businesses to0o0.”

We want this to lead to a more holistic
education for all”

- Shamus Rae, Partner, KPMG

- Shamus Rae, Partner, KPMG

© 2017 KPMG, 2 New Zealand partrarship and a2 mambar firm of the KFMG network of independent member firms affihated
wilth KPMG International Cooperalive {“KPMG International”), a Swiss entity. All rights reseives d
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Lase Studies - wnat's happening out there?

The future of the Customer Relationship Management

Process and Cognitive Automation is, will continue to, craft an evolution of the Customer Relationship

Management (CRM) function.
——

One company is using cognitive

f_ Reduced FTEs in b a Personalisation at (—Automated, R technology to reduF:e el
Marketing & Call Scale transparent and centre headcount, improve
Centre staff accurate pipeline rellablhty'and speed to resolution,

~upekiino st | |—meressedcustomed | _ management £ R
value tasks . Ferrs onalgatlon targeted digital
— Automation of enncgsgz(fn ont marketing In cognitive platforms for call
repetitive tasks through automated campaigns. centres, digital knowledge
customer analytics — Accurate and workers can understand callers’
and marketing traceable RO questions and execute a process
figures, to solve the issue. If the robot
Changing o . Integrated doesn’t know the answer, it can
Workforce Customer find it by searching the web or
Platforms intranet, or by escalating the issue

to a human colleague. The robot
then “observes” the human's
actions and learns new
responses for future reference.

© 2017 KPMG, a New Zealand partne(ship and a membei irm of the KFMG network of independent member firms aflilialed
with KPMG Iniernational Cooperative (" KFMG International”), a Swiss anity All nghts resaived
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JUr approach

1. Assessment Phase

117

2. Design and Implementation Phase

-
>

Manading RPA Implementation

3. Operations Phase

v

v

RPA readiness stage

%@

Opportunity Assessment Study
— Opportunity assessment & identification
— Benefits evaluation

— Benefits profiling

Organisational maturity assessment

—  Detailed workshops with leadership, stakeholders and
different teams

(Understanding focus areas, automation appetite,
initiatives, data structures, process maturity, systems
landscape, pain areas, challenges, cultural mindset etc.)

Vendor Assessment

— Vendors participate in: scoping, requirements and use
case development, future state process mapping, oral
briefings and demonstrations; Mobilize and leverage
proven tools and templates through a detailed and
comprehensive vendor selection

Vision, strategy and Roadmap implementation
— Develop RPA vision with overall business objective

— Strategise a RPA future state and develop roadmap
(People, Processes, Technology, Governance and
Sourcing)

Build and test

Solution Design and planning

— Functional & Technical documentation
— IT access, approvals and connectivity

— Implementation plan (phases and sprint planning) and
architecture

— Infrastructure provisioning ( Incl. Licenses) and
environment provisioning

—  Target Operating Model

Implementation

— Agile development and testing cycles
—  Bot development and unit testing

— Testing - series of tests (load, system, security,
integration and UAT)

— Develop risk controls

Phased
deployment

Deployment in
sprints and
phases

Hypercare
period

Establishing
procedures for
maintenance
and Support

(Error handling,
support, issues
and disaster
recovery)

Communicate
and engage
Training &
learning

Change
management

O;

O

Routine DL operations

— Handover to client
operations post
hypercare period

—  Tracking benefits
through benefits
profiling
methodology

— Control room
operations

— Monitoring and
routine compliance
checks

— Maintaining bot
library and
knowledge
management

Post production support

—  Tier 1 support — bot
performance and
effectiveness

— Tier2 & Tier3
support -
infrastructure and
monitoring

4. Centre of Excellence

kkM!
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What mignt this mean for peaple and Jobs?

Employment trends

— The impact of automation on jobs depends on the

occupation. i

— A report by the International Institute for
Sustainable Development suggests automation
could replace more than half of mining jobs in
the next 10 years.

< [1]

Thinking
===

— More than 80% of vehicular transport jobs could

be replaced by automated technology.

1

— People with tech skills will be needed in every
industry.

Manual
==

— Jobs that require empathy, communication skills
and close personal interaction are likely to still
need a significant human component. "

1

Complex Routine

© 2017 KPMG, a New Zealand partnarship and a member firm of the KPMG network of independent mamber firms affiliated
with KPMG International Cooparative [KPMG International”), a Swiss entity. All rights reservad
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Inank you

Karl Arndt
Associate Director, Advisory

The information contained herein is of a general nature and is not 1ntended to address the circumstances of any particular
individnal or entity. Althniinh we andeavniir ta nravide Ancnrate and timahy infarmation there can he nn niaranters that snch

The informaticn contained herein 1s of a general nature and is not intended to address the circumstances of any particular
individual cr entity. Although we endeavour to provide accurate and timely information, there can be no guarantee that such
information 1s accurate as of the date it1s received or that it will continue to be accurate in the future. No one should act on such
information without appropriate professional advice after a thorough examination of the particular situation.
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Oportunities i
T Strategy & Shared
SEIVICES

or
Walkalo LASS
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- Strategy for Business (& Vice-versa)

- [renas il strategy
- (Jpportunities for Wakato LASS

-\WNere are We now?
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T Stratedy covers the breadth of 1T Gapabilty

@201/ KPME 2
wils KFMG [nieny
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nderstanding the Scope

Cost Savings Control Service Quality Information Mgmt Differentiator ?
Environment

© 2017 KPMG, a New Zealand partnership and a membar hrm of the KFMG netwerk of independent member tirms affiliated
with KPMG Inlernalional Coaperative {"KPMG International”), 2 Swiss entity. All nghts reservad
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| slratedy - Framework as reference

-

Implement <

.‘t-._ cessmume

mber firm of the KPMG network of independent member hrms affilated

© 2017 KPMG, a New Zealand partnarship and a r
wilh KPMG [nlernatronal Cooperative [*KPMG International”), 2 Swiss entity. All nghts reseived

Approach

The KPMG IT Strategy Services
methodology contains six main

steps
HOWEVER...
There is no ‘one-size-fits-all’ IT

strategy.
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century 11 Strategyl:

Business
Strategy

Business Planning

IT Strategy

IT Planning

© 2017 KPMG, a Naw Zealand parinership and a member firm of the KFMG network of indapendsnt member firms affifiated
with KPMG International Cooperativa (" KPMG Inlernalional”), » Swiss enlity, All nights reseived
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SLeentury [T strateay

Business
Strategy

Business Plannin

I'T Strategy

IT Planning

© 2017 KPMG, a New Zealand partnarship and a member hirm of the KPMG network of independent member firms affilialed
wilh KPMG Inlernalional Cooparative {"KPMG International "), o Swiss entity All nghts reserved
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Maturty of 11 provision

_

Creates new opportunities | Drive for new frontiers

Innovation
‘Sweet Spot’ ?

Extends into hew domains

Extend
Council
Increases revenue Q services
p, §
Increases efficiency | ol )
| Optimise|Council’s
Procésses
Decreases costs |
- |
Where are we ‘ S t th
now...& where do uppor . e
Appropriate cost we need / aspire to ? Council
be (& can we get
thereéllolnel?) I ...............
Does not embarrass | .
Get the basics good
enough

Does Not crash

© 2017 KPMG, a New Zealand partneiship and a membui firm of the KFMG network of sndependent membor lirms atfihaled
wilh KPMG Irternational Cooperotive {"KPMG Internalional ). o Swiss entity. All nghis resaived
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Common themes In{1 Strategy, at present

— DR /BCP
— 'Cloud’ services

— Online Customer Services / expectations (‘always on’
channels)

— Data (Big/Open/Bl/Quality....)

— Political uncertainty

— Increasing demand on IT Services —

— Dealing with ‘Shadow [T

— Financial Constraints ( delivering more for less )

— Amalgamation / shared-services / outsourcing



Jpportunities for Waikato LASS
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(rchestrating Business Value fromil

beg.perspectives
A Broad Mandate
= How can we ensure that we have a
Ty et . Today, virtually every large company out- N i N
ROBIANGAYY Sources elements of IT serice delivery 0 & strong understanding o the bisiness
— — degree, with scme companies seeking to out- and that we use that :

to deliver IT products and zervices
that improve the business's perfor-
manoce?

spurce as much as possible_ But there is al-
ways a part of the IT function thal remains
in-house: the retained IT organization.

e How can we ensure that IT services
delivered to the business—whether by
vendors or by internal staff—are of

Retained IT organizations have a broad
mandate and must routinely wrestle with
decisions about their scope and setup.

m . . sufficient quality? How can we make
Quesu_onsthesfmustanswermchldethe sure that they are deli 1 at suffi-
€ ciently low cost?

¢ How can we work with the business
to control demand for IT services?

What role should verdors play in
managing demand?

» How can we maintain the right set of
in-house skills and competencies, even
as our talent base shrinks as a result
of outsourcing?

s What povernance model will allow us to
manage external service providers
effectively without having to shadow or
micromanage them?

© 2017 KPMG, a New Zealand paitneiship and a member tirm of the KFMG network of independent member firms affilialed
with KPMG Inlernalional Cooperative (" KPMG International ). 2 Swiss entty. All nghis reseived
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g BUSINESS Value from il

EXHIBIT 1 | Orchestrating value Requires Managing Five Critical Capabilities

(through contract
Managing (throu

the development and execution of
the outsourcing strategy and model

the overall I'l'm'aﬁy;
n;htgw mlnt:i'x:pol es.amhila:-
poaesses:leh itmnlatﬁliﬁes
Strategy and
governance
&Ma«w
£ mm dremlti ange
an
managemen et ng
In-house
supply
ﬂ'a
activities
S
Delivery
management management necessary to defiver IT
oam e |

DCg.perspectives | ORCHESTRATING VALUE IN [T QUTSOURCING

e s SSTIDY CONS.L b e

© 2017 KPMG, a New Zealand partnership and 2 mamber firm of the KFMG network of independent member firms affilated
wilh KPMG International Coaperativa (*KPMG International”], a Swiss entity. All rights resarved,
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(pportunities o collanorate and ieveragde 15 activity
ACI0SS COUNCIS

— Hygiene factors: — Admin/Support
— Policies — Knowledge Sharing
— Methodologies — Standards/Collective Refreshes
— Reference Architecture — Shared Procurement

— Management Frameworks

— Value-added opportunities:

— Projects (Obviously) — Education / demand-generation

— Collaborating on strategic / — Supplier management

disruptive initiatives

— Supporting ‘centers-of-expertise’
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SEIeCting Stratedic Information Systems Opportunities

Stated succinctly, strategic These category descriptions can be
information systems are those that: used as prompts [..]
1. Improve, extend or leverage Another useful prompt can be to ask
customer or supplier how IS/IT can affect:
relationships . — Processes and services
2. Improve internal efficiency — Distribution channels, stakeholder
through data/information and customer behaviour
integration . . . o nl
9 — Economics of delivery, distribution
3. ldentify and respond to market or servicing.
needs and opportunities - Based on ALGIM guidance
4. Provide strategic decision
support.

© 2017 KPMG, a New Zealand partnership and a memba( lirm of the KFMG network of independent membaer firms affiliated
with KPMG Inlernational Cooperative ["KPMG International”), a Swiss entity, All nghts reserved
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Jostacles to shared 1S actvity across councis

— Vendor “Lock —in”

— Willingness to commit to something
shared

— Robust, relevant business cases,
expectations of timeframes, delivery
capability

— Governance
— Top-level buy-in
— Middle —tier buy-in

— Customer Validation — internal/external

© 2017 KPMG, a New Zealand pattnership and a membar firm ol the KFMG network of independent member firms affibeted
wilh KPMG International Cooparative " KPMG International”), a Swiss entity All nghts resarved.
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roup wark: The role of the 15 function in Gounciis

In groups please :

25 mins

— Discuss the role of the IS function in
‘driving (your) Council Vs. supporting
Council vs. ‘maintaining business' Strength Weakness

— Brainstorm a SWOT ( Strength /

Weakness / Opportunity / Threat )
analysis for the role of the Opportunity Threat
IS Function within (your) Council

— Agree a consolidated (1-flipchart-
page) SWOT analysis

5 mins (each group)

— Present back the 5 (max) criteria the
consolidated SWOT analysis.

kekiAE]
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N groups - Consider and present

In groups Spend 15min discussing and preparing a 5min presentation of your thinking and conclusions.

Group 1

What are the opportunities to collaborate /
leverage ISSP activity across councils ? How
might that be done.

Group 2

What inhibits / hinders collaboration etc...and
how might that be overcome.

® 2017 KPMG, a New Zealand partnership and a mamber lirm of the KFMG network of indapendent mambar firms affiliated
with KPMG International Cooparative ("KPMG International”), a Swiss sniity. All nights raserved
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Inancyod

Perry Woolley
Director, Advisory

The information contained herein is of a general nature and 1s not intended to address the circumstances of any particular
individual or entity. Although we endeavour to provide accurate and timely information, there can be no guarantee that such
information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such
information without appropnate professional advice after a thorough examination of the particular situation

© 2017 KPMG, a New Zealand partnership and a member firm of the KPMG network of independent member firms affilisted
with KPMG International Cooperative ("KPMG International”), a Swiss entity. All rights reserved. The KPMG name and the
KPMG logo are registered trademarks of KPMG International Cooperative {(“KPMG International”), a Swiss entity.

© 2017 KPMG, a Naw Zealand partnership and a membar firm ol the KFMG network of independent member firmis aHilated
wilh KPMG International Cooperative {"KPMG Inlernational ™), a Swiss enlity. All nights reserved

kpmg.com/nz




EAE!
LI0SINg remarks




141

Wakato LASS Interna
AUdit Contac

For any further information, please feel free
to reach out to us:

David Sutton Bineeta Nand

Partner, Advisory Director, Advisory
+64 9 3675844 +64 9 367 5945

+64 27 611 1665 +64 21 867 052

The information contained herein is of a general nature and is not Intended to address the circumstances of any particular
individual or entity. Although we endeavour to provide accurate and timely information, there can be no guarantee that such
information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such
information without appropriate professional advice after a thorough examination of the particular situation

® 2017 KPMG, a New Zealand partnership and 2 member firm of the KPMG network of independent member firms affiliated
with KPMG International Cocperative (“KPMG International”), 3 Swiss entrty, All rights reserved. The KPMG name and the
KPMG logo are registered trademarks of KPMG International Cooperative ("KPMG International”), a Swiss entity

© 2017 KPMG, 2 New Zealand partnarship and a member firm of the KFMG network of independent member firms affiliatad
with KPMG International Cooperative (" KPMG International ), a Swiss enlity. All rights reseived

kpmg.com/nz
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DISTRICT COUNCIL
Te Kaunihera aa Takiwaa o Waoikato
|

Open Meeting

To | Audit & Risk Committee

From | Tony Whittaker
General Manager Strategy & Support

Date | 12 September 2017

Prepared by | Katja Jenkins
Project Management Advisor

Chief Executive Approved | Y
Reference # | GOVI318/ 1803647
Report Title | Strategic Risk Update

l. EXECUTIVE SUMMARY

This report details actions and outcomes associated with the organisations
Strategic Risk activities.

2. RECOMMENDATION

THAT the report from the General Manager Strategy & Support be received;

3. DISCUSSION

ROO191 Projects & Initiatives

Risk treatment MCO0043 1, related to consistent project management practices, is currently
non-compliant. The Project Management Forum (PMF) programme of works was developed
to address this issue. It has been identified that there are insufficient resources to deliver
these projects in a timely manner. A business case requesting funds to secure external
resources to deliver projects is currently being drafted and will be presented to the
Executive Leadership Team for consideration and prioritization prior to end of month.

R0O0184 Zero Harm

Work continues across the organisation to commit specific operational treatments to the
Zero Harm Ciritical Risk Register. As the result of conversation with the Zero Harm team
and with consideration to minimising duplication it is likely that all risks and treatments that
relate directly to hazards will be removed from the registers. These risks and treatments
will be managed and reported through the Zero Harm BWARE system. Consolidation will
commence November. The Audit & Risk Committee will continue to receive the
Zero Harm report.

Page | Version 5
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R00187 Stakeholder Engagement

An internal project work-stream associated with organisational culture and leadership has
included a number of activities to bring to life the 2020 Challenge of being ‘the most engaged
community’.  Activities including workshops, an event launching the updated challenge,
leadership development courses and online resources have been delivered along with
support for People Leaders in communicating the objective to staff and maintaining an
on-going focus.

R0O0190 People & Culture

Loss of key staff has necessitated contracting out critical projects/work packages e.g. CCO
Business Case, Information Management Road-Map, Digitisation, to enable timely delivery.

Treatment Progress; items underway/finalised/overdue includes:

= RO0190 People & Culture: MC00474 Develop an HR Strategy that guides the direction of
Councils personnel management. The HR strategy has been approved by the
Senior Leadership Team and Executive Leadership Team.

= ROO0I85 Asset Management: MC00162 Update the activity management policy. This
work has been completed.

= RO00I83 Council Partnerships: MC00499 Implementation of a set protocol/process that
defines how Council plans to implement new partnerships/long term contracts from the
perspective of providing seamless integration of systems and resources at the point of
requirements design and tender review. This work is underway; General Managers and
key staff are in the process of developing a straw man in terms of what the Council might
look like in 5 years. A programme of work will be developed following Executive
Leadership Team / Council endorsement of this strategy.

= RO00I87 Stakeholder Engagement: MC00458 Develop a Communications Strategy. The
Council has a Communications Framework in place which guides the way we do things.
A specific engagement strategy is under development as a key Our Plan project in 2017.
The communications framework is being implemented against agreed timeframes.

Emerging Risks

Growth; Speed of growth surpasses planned growth forecasts. Council will need to
consider if a future growth risk is appropriate for the strategic register. This work will be
scheduled prior to the next Audit & Risk Committee meeting. An internal ‘Growth Forum’
is being established to facilitate ‘cohesive’ strategic thinking and representation of
growth actions.

4, CONCLUSION

The Strategic Risk Register is active. Progress has been made to advance outstanding work
associated with risk treatments and a proactive approach to maintaining currency
is observed.

5. ATTACHMENTS

Strategic Risk Register

Page 2 Version 4.0
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20.0

R00184

promapp

COMPLIANCE/ REGULATORY, PEOPLE, STRATEGIC (A&R COMMITTEE)

Zero Harm

Significant harm is caused to workers, or others, due
to poor or inactive health and safety procedures, non-

compliance with legislative requirements and
reforms, and or inadequate governance of
contractual health and safety requirements and
management.

People are harmed or injured as a result of Council failing to
implement and or maintain appropriate health and safety
measures.

OWNER Gavin lon

CREATED  5/09/2016 10:47:22 a.m.

RISK LIKELIHOOD Often (4)
DESCRIPTORS
RISK CONSEQUENCE Catastrophic (5)

DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Likely (3)
DESCRIPTORS

RESIDUAL RISK
CONSEQUENCE
DESCRIPTORS

Catastrophic (5)
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TREATMENT MC00415

Zero Harm Strategic Plan

The strategic plan provides high level priorities
and documents agreed outcomes/results the
organisation aims to meet. This treatment impacts
the likelihood of the risk by providing clear
expectation of organisational requirements and
describing agreed governance and management
methods.

TREATMENT MC00416

Monitor and maintain operational Zero Harm risk
registers

Register includes operational requirements
related to risk management. This treatment
impacts the likelihood of harm by identifying and
prioritizing operational risks across the
organisation and planning mitigation to reduce,
transfer or avoid the risk.

TREATMENT MC00435

Council Health and Safety management systems
and processes are audited to AS/NZS 4801
Standard, currently Council has achieved ACC
WSMP tertiary level. The chief executive and
management team carry out due-diligence site
visits in compliance with the Health and Safety at
Work Act 2015. Contractors are audited on an on
going schedule.

This treatment impacts the likelihood of the risk
by ensuring that our systems and processes meet
the required standards however, it should be
noted that they may not meet the legislative
requirements.

TREATMENT MC00437

Executive team review the organisation critical
risk register 6mthly. Service delivery review risks
specific to their operational group monthly.

This treatment impacts the likelihood of the risk
by ensuring the executive team and managers are
aware of the risks and relevant treatment
processes.

TREATMENT MC00545

Draft Treatment

Waikato District Council have a hazard
management system, BWARE, that is used for
capturing hazards and hazard mitigation
processes. BWARE is managed by the Zero Harm
Team however it is the responsibility of all
employees, management and contractors to
comply with associated processes, procedures
and identified safety requirements.

This treatment impacts the likelihood of the risk
by detailing site and occupation specific hazards
and capturing and communicating relevant safety
requirements.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):

DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):

DUE DATE:

FREQUENCY:

Kevin Lockley
01 Dec 2017
1st day of every 6 months

Kevin Lockley
Kylie Anderson

01 Dec 2017
1st day of every 3 months

Kevin Lockley
01 Feb 2018
The first Day of every 12 months

Gavin lon
28 Dec 2017
The last Thursday of every 6 months

Kevin Lockley
Kylie Anderson

31 Jul 2018
The last Day of every 12 months
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R00187

promapp

POLITICAL, REPUTATION/ IMAGE, STRATEGIC (A&R COMMITTEE)

Stakeholder Engagement

Council fails to deliver its core objective of having the
most engaged community by 2020 due to customers,
communities, Iwi and key stakeholders being
disengaged as a result of poor customer and
stakeholder assessment and management and or
inadequate or inappropriate engagement practices
and procedures.

People become/remain disengaged as a result of Council failing to

communicate/consult appropriately and or as a result of unsuitable
stakeholder identification and interaction.

OWNER Sue O'Gorman

CREATED 5/09/2016 11:20:04 a.m.

RISK LIKELIHOOD Frequent (5)
DESCRIPTORS

RISK CONSEQUENCE Major (4)

DESCRIPTORS
RESIDUAL RISK LIKELIHOOD Likely (3)
DESCRIPTORS

RESIDUAL RISK

CONSEQUENCE
DESCRIPTORS

Major (4)
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TREATMENT MC00121 SIGNOFF(S):

Engagement practices, including public meetings, DUE DATE:
are conducted to provide public engagement
opportunities. These include but are not limited
to:

- Long Term Plan, Bylaws and Annual Plans
Special Consultative Procedure

- Reserve Management Plan (RMP - as per the Act)
- Policy (statutory) Special Consultative
Procedure

- Policy (non-statutory) Section 82 and
significance and engagement policy specification.
This treatment impacts the likelihood by providing
opportunities for people within the community to
engage with Council in a variety of different
mediums.

TREATMENT MC00164 SIGNOFF(S):

Community Engagement Strategy: DUE DATE:
This Strategy provides WDC with guidance on its
community engagement activities.

This treatment impacts the likelihood of the risk
by providing Council employees a practical guide
in best practice engagement and the community
an understanding of how Council aims to engage
with them.

TREATMENT MC00165 SIGNOFF(S):

Significance & Engagement Policy DUE DATE:
The policy oulines how WDC will assess
“significance”, as required by the LGA
amendment bill. A particular issue is the
determination of whether an issue is of “high”
significance or not in regard to the impact on
communities, rather than just on economic impact
which is generally the current basis for council
decisions.

Environmental, social and cultural well-beings
must also form part of a significance
determination which should not be overshadowed
by financial considerations.

This treatment impacts the likelihood of the risk
by providing a practical guide that outlines how to
assess the impact of action and suitable
engagement practices to meet the assessment.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

FREQUENCY:

FREQUENCY:

FREQUENCY:

Vishal Ramduny
01 Feb 2019
1st day of every 12 months

Vishal Ramduny
01 Feb 2018
1st day of every 12 months

Vishal Ramduny
01 Feb 2018
1st day of every 12 months
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TREATMENT MC00457 SIGNOFF(S): Vishal Ramduny

Implementation of appropriate strategies and DUE DATE: 01 Feb 2018
policies to ensure community needs are captured

and met. These include, but are not limited to: FREQUENCY: 1st day of every 6 months
- Confirmation of the Long Term Plan priority

projects

- Community engagement policy

- Significance and engagement policy

- Community engagement strategy

- Customer complaints and compliments policy

This treatment impacts the likelihood of the risk

by documenting Councils commitments and

associated expectations relating to how councils

engages with the community.

TREATMENT MC00458 SIGNOFF(S): Jacob Quinn

Council has a Communications Framework in DUE DATE: 01 Nov 2017
place which guides the way we do things. A
FREQUENCY: 1st day of every 3 months

specific engagement strategy is under
development as a key Our Plan project in 2017.

This treatment will impact the likelihood of the

risk by providing practical guidance for Council to

support community engagement practices and the

consequence by ensuring a consistent, defined

and measured approach when planning and/or

managing communications.

TREATMENT MC00459 SIGNOFF(S): Gavin lon

CE and Executive Team provide updates to DUE DATE: 01 Feb 2018
Councillors, Community Boards and Committees

on community plans through forward facing FREQUENCY: 1st day of every 6 months
meetings.

This treatment impacts the likelihood of the risk

by ensure adequate engagement with the

community by communicating relevant plans,

decisions and actions and by providing

opportunity (through Board or Committee, venue

or other medium) for feedback.

TREATMENT MC00460 SIGNOFF(S): Tony Whittaker
Community Development roles and Operational DUE DATE: 01 Apr 2018

Field Staff. )

A number of roles including Youth Engagement FREQUENCY: The first Day of every 12 months
Advisor, lwi Liaison and Community Development

Advisor, aim to ensure that appropriate

engagement is conducted with specific

community groups. These roles are targeted,

extending and adding to the engagement

activities of front facing field staff e.g. Animal

Control, Building, Libraries etc

This treatment impacts the likelihood of the risk

by facilitating consideration of communication

and engagement practices for community

minorities, isolated groups and/or key community

stakeholders.

promapp Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council Page 4 of 19
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20.0

R00188

promapp

FINANCIAL, POLITICAL, STRATEGIC (A&R COMMITTEE)

Economic & Social Development

Waikato district suffers inhibited economic and social
development and or missed funding opportunity as a
result of inadequate planning, inefficient procurement
and investment strategy or insufficient engagement
with key stakeholders at a local, regional or national
level.

Council fails to promote and or identify opportunity for economic
and social growth or fails to engage appropriately to encourage
growth and development.

OWNER Tony Whittaker

CREATED 5/09/2016 11:32:26 a.m.
RISK LIKELIHOOD Often (4)
DESCRIPTORS

RISK CONSEQUENCE
DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Likely (3)
DESCRIPTORS

RESIDUAL RISK
CONSEQUENCE
DESCRIPTORS

Catastrophic (5)

Major (4)
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TREATMENT MC00461

Engagement Forum

The Waikato District Council Leadership
Programme has the 2020 Challenge at its core and
is taking the role of an Engagement Forum.
Included in the programme is discussion and
documentation on how to champion engagement
within the organisation and how to develop plans
that provide direction of engagement associated
with meeting the 2020 Challenge.

This treatment will impact the likelihood of the
risk by providing a dedicated team whose
function is specific to development of
engagement plans and practices within the
organisation.

TREATMENT MC00462

Council operates library and Council services
from a number of locations across the district.
This provides outreach and accessibility for
communities within the district. Along with the
provision of multiple offices, late night opening
hours have been implemented to accommodate
availability and convenience for communities.
This treatment impacts the likelihood of the risk
by facilitating community engagement through
the facilitation of front facing interactions.

TREATMENT MC00163

The WDC 2015-2045 Infrastructure Strategy
documents the management philosophy that is
applied to Waikato Districts' infrastructure assets.

The strategy covers the following asset types:
- Water Treatment and supply

- Wastewater Treatment and Disposal

- Stormwater Drainage

- Roads and Footpaths.

This treatment impacts the likelihood of the risk
by detailing and providing visibility of
expectations to ensure Council works to a
consistent standard.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S): Jacob Quinn
DUE DATE: 01 Jan 2018
FREQUENCY: 1st day of every 6 months
SIGNOFF(S): Angela Parquist
DUE DATE: 01 Apr 2018
FREQUENCY: 1st day of every 12 months
SIGNOFF(S): Chris Clarke
Karl Pavlovich
DUE DATE: 01 Apr 2018
FREQUENCY: The first Day of every 12 months
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TREATMENT MC00469 SIGNOFF(S): Clive Morgan

Economic Development Strategy DUE DATE: 01 Feb 2018
The strategy assesses the economic profile of the §

district and identifies SWOT for the purpose of FREQUENCY: The first Day of every 6 months
informing strategic direction.

There is a limited reference to social development

within the strategy.

A regional economic development strategy is also

in place to serve the wider community at a

regional level, this strategy is aligned to the

Waikato District EDS.

This treatment impacts the likelihood of the risk

by ensuring that communities and businesses are

engaged on an on-going basis, allocates effort

and funding to targeted economic development

initiatives and promotes the district as a viable

prospect for business investment, residential and

visitor (lifestyle) growth and development.

TREATMENT MC00470 SIGNOFF(S): Vishal Ramduny
District Development Strategy and relevant DUE DATE: 01 Feb 2018
growth management plans (structure plans) are in :

place to guide development and align land use FREQUENCY: The first Day of every 6 months
and infrastructure planning.

This treatment impacts the likelihood of the risk

by ensuring efficiency in and documentation of

planning and funding processes.

TREATMENT MC00471 SIGNOFF(S): Vishal Ramduny
Social Development Initiatives DUE DATE: 01 Feb 2018
Council has adopted a number of socially related i

strategies that aim to consider and provide for the FREQUENCY: The first Day of every 6 months
social outcomes in the districts communities.

These include, but are not limited to:

- Place Making Strategy

- Heritage Strategy

- Youth Engagement Plan

- Grant Funding Scheme

Although these initiatives impact the likelihood of

the risk by providing a degree of focus and

resources dedicated to social development they

are essentially limited as a result of no guiding

social development strategy or policy (for

example, the ex-Frankin Social Wellbeing Policy).

promapp Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council Page 6 of 19
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16.0

R00191

promapp

BUSINESS CONTINUITY, PEOPLE, REPUTATION/ IMAGE, STRATEGIC (A&R
COMMITTEE)

Projects & Initiatives

Council experiences diminished public confidence,
financial loss and or fails to produce required project
benefits due to failure to deliver planned assets and
or technologies as a result of poor delivery of
programmes and projects or due to a lack of resource
capability.

Inconsistent knowledge, practices and or efficiency results in

Council failing to deliver or perform against expected programme or
project outcomes.

OWNER Tony Whittaker

CREATED 5/09/2016 12:23:20 p.m.
RISK LIKELIHOOD Often (4)
DESCRIPTORS

RISK CONSEQUENCE Major (4)

DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Likely (3)
DESCRIPTORS

RESIDUAL RISK
CONSEQUENCE
DESCRIPTORS

Major (4)

149

TREATMENT MC00472

Cross Boundary Initiatives

These initiatives aim to foster integrated planning
across territorial boundaries, ensuring greater
efficiencies and settlement planning across
boundaries.

Example:

- North Waikato Infrastructure Programme
Business Case,

- Future Proof

- Waikato Plan

- MOU Auckland COuncil

- National Policy Statement on Urban
Development capacity (requires collaboration with
HCC to make land available for infrastructure to
support residential and commercial development)
This treatment impacts the likelihood of the risk
by providing a holistic approach to economic
development and preventing limitations
associated with territorial authority boundaries.

TREATMENT MC00430

Every three years Council creates Long Term Plan
(LTP) works streams that capture programmed
works scheduled to deliver the LTP commitments.
These work streams include annual Activity
Management Plans (AMPs) that dictate which
programmes will be undertaken (through projects
and initiatives) for the subsequent period.

This treatment impacts the likelihood of the risk
by detailing and documenting Councils annual
and triannual work plan.

TREATMENT MC00431

In 2010 Council introduced a business specific
Project Management Framework based on best
practice project management methodology. The
methodology provides a common and widely
understood set of processes and tools to be used
across Council to:

1. Deliver a consistent project approach

2. Align projects to strategic goals and outcomes
3. Facilitate collaboration between organisational
teams

4. Offer an organisational view of all project work
5. Improve status/progress reporting

6. Increase project management knowledge

7. Identify opportunity for improvement and
development

This treatment impacts the likelihood by providing
a higher level of transparency, by facilitating the
identification and assessment of risks during
planning and by providing a consistent approach
to planning and managing project work.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):
DUE DATE:
FREQUENCY:

SIGNOFF(S):

DUE DATE:
FREQUENCY:

NON-COMPLIANT
SIGNOFF(S):

DUE DATE:
FREQUENCY:

Vishal Ramduny
01 Feb 2018

The first Day of every 12 months

Tim Harty
Sue O'Gorman

01 Feb 2018
1st day of every 12 months

Kurt Abbot
01 Aug 2017
1st day of every 6 months
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promapp
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TREATMENT MC00436

Implementation of Project Management Forum.
The forum was mandated in September 2016 in
response to recommendations of an external audit
commissioned by Audit & Risk Committee during
2016. The Forum is primarily tasked to deliver
priority recommendations that both aim to
improve future project delivery at Council and
provide greater consistency in project
management and understanding across the
organisation.

This treatment impacts the likelihood by
promoting cross organisation buy-in and
developing a consistent project minded culture.
TREATMENT MC00438

Strategic Review Team

The strategic review team (SRT) was implemented
in June 2015. The purpose of the SRT is:

- to work with ET to develop a programme of work
that delivers the Our Plan objectives

- to support and work with Project Managers to
ensure projects are set up and executed correctly
- provide a level of governance and reporting
medium for the programme to ensure
transparency in project progress

- make recommendations on project/programme
specifics including; funding; resource allocation;
prioritizing issues

This treatment impacts the consequence of the
risk by ensuring that issues are identified and
addressed in a timely manner and the likelihood
by providing an additional, high level of
governance and structure to projects that are
likely to have strategic impact.

TREATMENT MC00493

Council Committees

Council has regular committee and council
meetings where proposals and issues are
considered and decisions are made. The format of
Committee and Council reports requires staff to
refer to any legislative or policy aspects and
implications, i.e. statutory authorities or duties to
act, or policy consideration, pertaining to the
information and recommendations of the reports.
Councillors are informed of proposed, new or
amended legislation at Council or Committee
meetings.

This treatment impacts the likelihood of the risk
by providing information to reduce the possibility
of Council acting in contravention of statues or
policies.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):
DUE DATE:
FREQUENCY:

SIGNOFF(S):
DUE DATE:
FREQUENCY:

SIGNOFF(S):

DUE DATE:
FREQUENCY:

Kurt Abbot
01 Feb 2018
1st day of every 6 months

Kurt Abbot
01 Feb 2018
1st day of every 12 months

Sue O'Gorman
Tim Harty
Tony Whittaker

01 Apr 2018
The first Day of every 12 months
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TREATMENT MC00494 SIGNOFF(S): Gavin lon

In-House Legal Team DUE DATE: 01 Feb 2018
council has a legal team which provides advice on

BUSINESS CONTINUITY, COMPLIANCE/ REGULATORY, FINANCIAL,
STRATEGIC (A&R COMMITTEE)

Compliance Management

Exposure to significant financial loss, harm and or legislative requirements across the organisation. FREQUENCY: The first Day of every 12 months
. ogs . . . ’ . The team promotes early involvement and input in
significant business disruption as a result of failure projects and activities in respect of legal aspects.
to meet, or non-compliance with, legislative, Thi treatment reduces the likelihood of Council
= = Is treatment reduces the likelinood O ounci
regu',atory. or pOIICy requ"eme.nts' . . being unaware of, or ignoring legal obligations in
Council are impacted as a result of being uniformed and or failing the course of conducting business.
to comply with legal requirements. TREATMENT MC00495 SIGNOFF(S): Gavin lon
OWNER Tony Whittaker Corporate Documents DUE DATE: 01 Feb 2018
CREATED  5/09/2016 12:23:40 p.m. FREQUENCY: The first Day of every 12 months

Long Term and Annual Plans and Reports, finance

RISK LIKELIHOOD Often (4) policies and documented processes mitigate
DESCRIPTORS Councils exposure to financial risk by
RISK CONSEQUENCE Major (4) documenting planning activities and financial

DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Likely (3)
DESCRIPTORS

RESIDUAL RISK Major (4)
CONSEQUENCE
DESCRIPTORS

forecasts.

This treatment reduces the likelihood of Councils
planning and expenditure being undertaken in
contravention of good stewardship and
governance principles required under the Local
Government Act 2002.

TREATMENT MC00496 SIGNOFF(S): Sue O'Gorman

. . Tony Whittaker
Council Reporting Tim Harty
Regular Council function includes scheduled
reporting that captures key considerations (such DUE DATE: 01 Apr 2018
as financial and legal matters). FREQUENCY: The first Day of every 12 months
This treatment impacts the likelihood of the risk
by providing Council confidence when making
decisions that all pertinent legislative, regulatory
and/or policy considerations have been taken into
account.
TREATMENT MC00497 SIGNOFF(S): Kurt Abbot
Periodic Audit (Internal/External) DUE DATE: 01 Feb 2018
Waikato District Council performs regular periodic i

FREQUENCY: The first Day of every 12 months

audit (both internal and external) of processes
and services for the purpose of identifying
failures, weaknesses and/or exceptions. The audit
process includes the provision of
recommendations/mandate for improvement.

This treatment reduces the likelihood of non-
compliance by ensuring the Council is meeting
requirements and/or identifies non-compliance for
action.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council
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TREATMENT MC00498

Documented processes and systems that
require/encourage process adherence.

Council uses an internal centralized repository
(Promapp) to document organisational processes
to allow cross organisational visibility for access
and application.

Also, many of the organisational systems used for
the purpose of capturing business work flow e.g.
Property and Rating, require specific steps
relating to process adherence for the user to
progress with system use.

This treatment impacts the likelihood of the risk
by providing a tool to guide users in the
application of required standardised procedures,
contributing to compliance management.
TREATMENT MC00508

Waikato District Council employs a number of
Specialist Technical Roles that contribute to
Compliance Management. Recruitment
procedures for these roles require evidence of
capability and/or certification. Where roles are
unable to be filled with fully qualified personnel,
training and development is facilitated to ensure
staff have the required level of specialist
knowledge to perform their roles in line with
compliance requirements.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

Madelina Baena-Escamilla
01 Feb 2018
The first Day of every 12 months

Vanessa Jenkins
30 Apr 2018
The last Day of every 12 months
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R00053

promapp

BUSINESS CONTINUITY, STRATEGIC (A&R COMMITTEE)

Business Resilience

Business function is significantly interrupted due to a
lack of business continuity planning and
organisational resilience.

Business is impacted as a result of Council failing to create
prioritized action plans for implementation in the event of a
business impact incident.

OWNER  Kurt Abbot

CREATED

RISK LIKELIHOOD Likely (3)
DESCRIPTORS

RISK CONSEQUENCE Major (4)

DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Likely (3)
DESCRIPTORS

RESIDUAL RISK
CONSEQUENCE
DESCRIPTORS

Moderate (3)

153

TREATMENT MC00138 SIGNOFF(S):

The Business Continuity Project was completed DUE DATE:
as part of the Our Plan 2015/16 programme of
work. As a result of the project the following
business resilience planning and analysis has
taken place;

- departmental business continuity impact
analysis has been performed and documented

- Exercises associated with continuity are planned
during the first half of (2017) to be embedded as
an ongoing activity

- Potential governance was considered as part of
the project closure resulting in the
implementation of a structured incident
management team (including associated
communication procedures and processes) and is
now monitored by the Process Improvement
Forum

This impacts the consequence by identifying and
prioritizing critical business function in the event
of an incident. It also provides a defined method
of governance and communication to ensure
management, support and recovery procedures
are conducted in a coordinated manner.

TREATMENT MC00456 SIGNOFF(S):

Civil Defence & Emergency Management (CDEM) DUE DATE:
Waikato District Council is part of the CDEM
group. The role of the group is to work in
partnership with communities to ensure the
effective and efficient delivery of emergency
management within the Waikato region. Council
employees are obligated to provide support where
necessary as part of their roles (subject to
situation specific circumstance). Council staff are
trained in specific emergency management roles
and have processes and procedures that aim to
both reduce the impact of incidents and (where
possible) to maintain the provision of Council
services.

This treatment impacts the consequences of the
risk by ensuring there is an organisational
understanding of Councils commitment to
maintain and manage the on-going delivery of
Council services during an incident.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

FREQUENCY:

FREQUENCY:

Kurt Abbot
01 Dec 2017
1st day of every 12 months

Kelly Newell
01 Feb 2018
1st day of every 6 months
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25.0

R00190

promapp

BUSINESS CONTINUITY, PEOPLE, STRATEGIC (A&R COMMITTEE)

People & Culture

Business outcomes are significantly impacted due to
inability to attract and or retain appropriate staff or
as a result of undesirable workplace culture.

Council are unable to recruit or keep staff in core service positions
due to a lack of appropriately trained people, industry competition
and or perceived or actual Council culture.

OWNER Vanessa Jenkins
CREATED 5/09/2016 12:22:54 p.m.
RISK LIKELIHOOD
DESCRIPTORS

RISK CONSEQUENCE
DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Likely (3)
DESCRIPTORS

RESIDUAL RISK
CONSEQUENCE
DESCRIPTORS

Frequent (5)

Catastrophic (5)

Moderate (3)

154

TREATMENT MC00474

HR Strategy

The HR Strategy guides the direction of Councils
personnel management including but not limited
to;

- Succession, recruitment and workforce planning
- Initiatives

- Support requirements (inc technology, market
analytics and metrics)

This treatment impacts the likelihood by providing
the structure to implement pro-active actions
associated with attracting and maintaining
resources.

TREATMENT MC00475

SIGNOFF(S):
DUE DATE:

SIGNOFF(S):

Maintenance of peripheral workforce.

Council's business groups maintain relationships
with key consultancy practices for the purpose of
employing specialist services and/or for providing
resources where personnel vacancies exist or
where it is identified that supplementary
personnel are required in addition to the
permanent workforce.

This treatment impacts the consequence of the
risk by providing options for temporarily filling
vacancies facilitating time for recruitment whilst
maintaining business as usual.

TREATMENT MC00476

DUE DATE:

SIGNOFF(S):

An organisational change program has been DUE DATE:
implemented to deliver initiatives associated with
improved workplace culture and leadership. The
program comprises a number of project work-
streams championed by the Executive Team.

This treatment impacts the likelihood of the risk
by providing a strategic approach to changing the
organisational culture.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

FREQUENCY:

FREQUENCY:

FREQUENCY:

Vanessa Jenkins
14 Sep 2017
The first Day of every 6 months

Tim Harty
Sue O'Gorman
Tony Whittaker

01 Oct 2017
The first Day of every 6 months

Gavin lon
01 Nov 2017
The first Day of every 3 months
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R00128

promapp

COMPLIANCE/ REGULATORY, PEOPLE, TECHNICAL, STRATEGIC (A&R
COMMITTEE)

Cyber Security

Council function is significantly interrupted and or
suffers legislative breaches as a result of
unauthorized access facilitating theft of privileged
information, malicious code and or virus introduction
due to external cyber attack or employee behaviour.
Council systems and or processes are compromised by cyber
crime resulting in significant financial and or business impact.
OWNER Mark Willcock
CREATED

RISK LIKELIHOOD
DESCRIPTORS

RISK CONSEQUENCE
DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Possible (2)
DESCRIPTORS

RESIDUAL RISK
CONSEQUENCE
DESCRIPTORS

Frequent (5)

Catastrophic (5)

Major (4)

155

TREATMENT MC00427

Cyber security insurance cover (CyberEdge
Liability Insurance) has been purchased.
Inclusions listed are:

- Data administrative investigations

- Data administrative fines

- Electronic data

- Repair of policy holders reputation

- Repair of individuals reputation

- Notification and monitoring costs

- Forensic service costs

- Media content library

- Cyber extortion

- Network interruption insurance

This impacts the consequence of the risk by

facilitating expert resources, financial support and

remedial works in the event of an incident.
TREATMENT MC00428

IM Business Continuity Plan:

The IM team are developing a BCP to align the
technical IT recovery procedures to the overall
enterprise BCP. This will include;

- a communication plan

- prioritising the critical systems for recovery first
- regular tests of back up and recovering
procedures

- simulations with various scenarios.

This impacts the consequence by detailing
priority procedures in the case of an incident,
ensures systems/process are fully functional and
that staff are aware of their responsibilities and
trained to manage them in the case of an event.
TREATMENT MC00433

Cyber security is managed using best practise
methodologies by using security measures at
various layers of connection.

a) Firewalls

b) Server

c) PC

d) User

e) Physical

f) Wireless access

g) WDC website

This impacts the likelihood by increasing the
security of the environment.

TREATMENT MC00434

Internal and external audit and review (as part of
the annual audit programme). This impacts the
likelihood of the risk occurring by identifying
possible weaknesses in process.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

Alison Diaz
01 Dec 2018
The first Day of every 12 months

Mark Willcock
01 Feb 2018
1st day of every 12 months

Mark Willcock
01 Feb 2018
1st day of every 12 months

Mark Willcock
01 Feb 2018
1st day of every 12 months
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R00189

promapp

POLITICAL, STRATEGIC (A&R COMMITTEE)

Regional/National Strategic Planning

Waikato District is significantly impacted and or
suffers disruption to business function as a result of
local or national government reforms,
decentralization and delegation of authority or
through other external or internal authoritative
influences.

Amendments to local or national legislation and or government

practices impact Council through the requirement of significant
changes to business operations.

OWNER Vishal Ramduny
CREATED 5/09/2016 12:21:58 p.m.
RISK LIKELIHOOD
DESCRIPTORS

RISK CONSEQUENCE
DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Possible (2)
DESCRIPTORS

RESIDUAL RISK
CONSEQUENCE
DESCRIPTORS

Frequent (5)

Major (4)

Major (4)

156

TREATMENT MC00135

Council participates as a key stakeholder in the
Waikato Mayoral forum, Waikato LASS and Future
Proof. Through these initiatives Council
proactively contributes to a single voice for the
Waikato region to central government.

This treatment impacts the likelihood of the risk
by capitalising on relationships with other
councils in the region and by being part of a
collaborative governance approach.
TREATMENT MC00490

The Long Term Plan (LTP) and Annual Plan
process provide a basis for an assessment of
legislative and other external and internal
influences on the business.

This treatment impacts the likelihood of the risk
be ensuring Council is adequately informed of
Regional and National governance development
and provides a set process to accommodate
currency of information to future planning.
TREATMENT MC00491

Through applied process Councils keeps abreast
of Government's legislative pronouncements and
becomes involved through the submissions
process in any development that would advocate
Councils best interest.

This treatment impacts the likelihood of the risk
by ensuring that Council not only has the required
information regarding developments but an
avenue to respond to/influence outcomes.
TREATMENT MC00492

Councils Chief Executive (CE) is committed to
building a relationship with Wellington to facilitate
open communication and ensure the organisation
receives timely information and has opportunity
for response and contribution.

This treatment impacts the likelihood of the risk
by assisting in the timely communication of
information and developments.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

Gavin lon
01 Nov 2017
1st day of every 3 months

Tony Whittaker
01 Oct 2017
1st day of every 3 months

Gudrun Jones
01 Nov 2017
1st day of every 3 months

Gavin lon
01 Nov 2017
1st day of every 3 months
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TREATMENT MC00500 SIGNOFF(S):

District Development Strategy DUE DATE: 01 Feb 2018
The purpose of the District Development Strategy §

is to provide the Council with a strategic spatial FREQUENCY: The first Day of every 12 months
framework for development planning. The District

Development Strategy links to the District Plan

Review, the Long Term Plan, the Economic

Development Strategy, the Infrastructure Strategy

and the Integrated Land Transport Strategy.

Vishal Ramduny

This treatment impacts the likelihood of the risk
by ensuring Councils has a plan for development
that incorporates a scheduled formal review
process to consider and communicate changes in
direction and development planning.

TREATMENT MC00162 SIGNOFF(S): Tim Harty
Activity Management Polic Sue O'Gorman
Asset Management v Manag y DUE DATE: 01 Sep 2018

Failure to Pr_ovide sustained_ delivery of core Services  councils Activity Management Policy provides FREQUENCY:
due to deficient asset planning, forecasting and or statements on how Council will manage assets
development, inadequate knowledge of existing asset and deliver associated services in a cost effective,

A . . sustainable, well planned and coordinated manner
condition and or ineffective management of assets. to provide agreed levels of service. Its purpose is

FINANCIAL, TECHNICAL, STRATEGIC (A&R COMMITTEE)

The first Day of every 12 months

INHERENT

16.0 Delivery of core services, including water and roading, are to outline the level of management appropriate for
interrupted as a result of assets failing or becoming unfit for each activity for Council to achieve best
R00185 urpose management practice and meet statutory
purp ' obligations.
OWNER Tim Flarty This treat ti ts the likelihood of the risk
. is treatment impacts the likelihood of the ris
CREATED  5/09/2016 11:06:29 a.m. by outlining what level of activity management the
RISK LIKELIHOOD Often (4) organisation is willing to commit to, therefore
DESCRIPTORS setting expectations for the organisation to
. deliver against.
RISK CONSEQUENCE Major (4) TREATMENT MC00163 SIGNOFF(S): Chris Clarke
DESCRIPTORS Karl Pavlovich
RESIDUAL RISK LIKELIHOOD Possible (2) The WDC 2015-2045 Infrastructu_re Strategy ] DUE DATE: 01 Apr 2018
DESCRIPTORS documents the management philosophy that is : pr
RESIDUAL RISK Moderate (3) applied to Waikato Districts' infrastructure assets. FREQUENCY: The first Day of every 12 months
gggg&g&f_gﬁgE The strategy covers the following asset types:
- Water Treatment and supply
- Wastewater Treatment and Disposal
- Stormwater Drainage
- Roads and Footpaths.
This treatment impacts the likelihood of the risk
by detailing and providing visibility of
expectations to ensure Council works to a
consistent standard.
promapp Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council Page 15 of 19
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TREATMENT MC00464

The National Asset Management Standards dictate
and define the Councils Activity Management
Plans (AMPs). The AMPs are reviewed yearly and
undergo a 3 yearly re-write to feed into Councils
Long Term Plan (LTP) cycle.

This treatment impacts the likelihood of the risk
by ensuring Councils AMPs adhere with national
standards.

TREATMENT MC00465

Council has a number of asset management
specific strategies in place and under
development. These include:

- Parks & Facilities;

Toilet Strategy, Cemetery Strategy, Trails Strategy,
Te Kauwhata Trails Strategy, Esplanade Strategy,
Parks Strategy, Aquatic Facilities Strategy, Sport
and Recreation Strategy (joint with Sport
Waikato), Playground Strategy

- Roading;

Waikato Integrated land transport strategy (TO
DO)

- Waters;

50 year water/wastewater/storm water strategies,
30 year infrastructure plan

This treatment impacts the likelihood of the risk
by detailing and making visible Councils
commitments for the management and
maintenance of assets along with Councils
commitment to level of service requirements.
TREATMENT MC00466

Service Delivery performs regular and continual
collection of asset data for the purpose of
condition assessment. This data informs
programmes of work associated with asset
maintenance and renewals. Data collection
sources include (but are not limited to):

- RAMM

- Asset Finder

- SPM

- dTIMS

This treatment impacts the likelihood of the risk
by ensuring that data driven planning can take
place to maintain assets. It also impacts the
consequence by supplying the information
required to ensure currency of asset condition
reporting and any required contingency activities.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):

DUE DATE:
FREQUENCY:

SIGNOFF(S):

DUE DATE:
FREQUENCY:

SIGNOFF(S):

DUE DATE:
FREQUENCY:

Tim Harty
Sue O'Gorman

01 Feb 2018
1st day of every 12 months

Karl Pavlovich
Chris Clarke
Amanda Hampton

01 Apr 2018
The first Day of every 12 months

Karl Pavlovich
Chris Clarke
Amanda Hampton

01 Apr 2018
The first Day of every 12 months
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4.0

LOwW

INHERENT

12.0

R00186

promapp

BUSINESS CONTINUITY, PEOPLE, POLITICAL, STRATEGIC (A&R
COMMITTEE)

Sub-Regional Waters CCO

Significant disruption to business function as a result
of poor engagement and communication practices,
loss of resources (staff), insufficient knowledge
transfer or incompatible systems and or operating
procedures.

Changes to business practice and structure impact organisational
knowledge through the loss of staff, poor communication and or
availability of/access to data due to system implementation.
OWNER  Tim Harty

CREATED  5/09/2016 11:16:11 a.m.

RISK LIKELIHOOD Likely (3)
DESCRIPTORS
RISK CONSEQUENCE Major (4)

DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Rare (1)
DESCRIPTORS

RESIDUAL RISK
CONSEQUENCE
DESCRIPTORS

Major (4)

159

TREATMENT MC00467 SIGNOFF(S):

Communications Plan DUE DATE:
Council has in place a detailed communications
plan that aims to ensure that both internal staff,
external organisations (including other councils),
and the public are informed of developments
relating to the Waters CCO.

This plan includes, but is not limited to:

- Cross council communications updates

- Waikato Water Study Website
(http://www.waterstudywaikato.org.nz/)

- Periodic internal communications specific to
impacted teams

- Whole organisational communications (ad-hoc
where a requirement is identified)

Regular staff updates relating to
progress/changes associated with the CCO are
provided to internal stakeholders via team
meetings and briefs providing information
forwarded from the CCO project & governance
group.

This treatment impacts the likelihood by ensuring
pro-active engagement both internally and
externally with key stakeholders.

TREATMENT MC00468 SIGNOFF(S):

Waters Governance Group DUE DATE:
The group comprises three (3) political members
meeting periodically to discuss and represent
Council on Waters CCO decisions, future
development and associated action. This group
has the delegation to meet collectively with other
councils and external bodies if a requirement is
identified.

This treatment impacts the likelihood of the risk
by ensuring Council is well informed, has an
opportunity to consider developments, and,
provides an avenue for internal, cross council,
and, external communications pathways.

TREATMENT MC00486 SIGNOFF(S):

Waters Project Group DUE DATE:
The group (staff based at General Manager level)
meet fortnightly to discuss CCO associated
progress/changes and inform the governance
group of any progress and any emerging issues
or risks associated with project.

This treatment impacts the likelihood of the risk
by ensuring that all stakeholders are aware of
current situation and likely progress associated
with CCO.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

FREQUENCY:

FREQUENCY:

FREQUENCY:

Jacob Quinn
01 Apr 2018
The first Day of every 6 months

Tim Harty
01 Oct 2017
The first Day of every 6 months

Tim Harty
01 Oct 2017
The first Day of every 6 months
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R00183

promapp

PEOPLE, TECHNICAL, STRATEGIC (A&R COMMITTEE)

Council Partnerships

Council operations are significantly impacted and or
Council suffers diminished public confidence as a
result of failed or inadequate delivery of services,
inappropriate engagement practices or display of
inconsistent values by Partnership enterprises.
Councils reputation/operations are impacted as a result of actions,

representations or conduct demonstrated by Partners and/or
associates.

OWNER Tim Harty

CREATED 5/09/2016 10:34:01 a.m.
RISK LIKELIHOOD
DESCRIPTORS

RISK CONSEQUENCE
DESCRIPTORS

RESIDUAL RISK LIKELIHOOD Rare (1)
DESCRIPTORS
RESIDUAL RISK

CONSEQUENCE
DESCRIPTORS

Frequent (5)

Major (4)

Major (4)
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TREATMENT MC00483

Council has in place a robust tender process that
includes in-depth detail regarding contractual
requirements.

Long term public facing contracts and
partnerships are effected through rigorous
contractual agreements and continuous
management plans. These include terms relating
to contractual service level agreements
(monitored and reported against as key
performance indicators), employee training plans,
safety inductions (all employees), and audit
expectations. Long term contracts and
partnerships include (but are not limited to):

- Belgaria Aquatics

- City Care

- Franklin Trees

- Alliance

- Water Care

- HCC (for water supply & waste water treatment)

This treatment impacts the likelihood of the risk
by ensuring that all partners and long term
contracts are selected through compliance with
Councils requirements, and, that they understand
Councils expectations and commit to delivering
an agreed level of service in a safety and
appropriate manner.

TREATMENT MC00485

Shared Services (HCC, Waipa & WDC)

Councils shared services agreements are
managed using agreed processes and a
governance structure which ensures they deliver
against expectations. Arrangements include:

- Quarterly governance meetings

- Monthly operational meetings

- Auditing schedule (zero harm perspective).

This treatment impacts the likelihood of the risk
by ensuring regular communication and
identification of emerging risks or issues and the
consequence by providing opportunity for timely
governance and action where issues are identified
and/or it is deemed that expectations are not
being met.

TREATMENT MC00497

Periodic Audit (Internal/External)

Waikato District Council performs regular periodic
audit (both internal and external) of processes
and services for the purpose of identifying
failures, weaknesses and/or exceptions. The audit
process includes the provision of
recommendations/mandate for improvement.

This treatment reduces the likelihood of non-
compliance by ensuring the Council is meeting
requirements and/or identifies non-compliance for
action.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):

DUE DATE:
FREQUENCY:

SIGNOFF(S):
DUE DATE:
FREQUENCY:

SIGNOFF(S):
DUE DATE:
FREQUENCY:

Karl Pavlovich
Amanda Hampton
Chris Clarke

01 Feb 2018
The first Day of every 6 months

Karl Pavlovich
01 Apr 2019
The first Day of every 12 months

Kurt Abbot
01 Feb 2018
The first Day of every 12 months
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TREATMENT MC00499

TO DO

Implement a set protocol/process that defines
how Council plans to implement new
partnerships/long term contracts from the
perspective of providing seamless integration of
systems and resources at the point of
requirements design and tender review.

This treatment aims to impact the likelihood of
risk by minimizing lost efficiency and the
consequence by reducing the risk of impact on
customer services.

TREATMENT MC00507

Section 17a Review

Local authorities are under obligation to review
and consider options for governance, funding and
delivery of infrastructure, local public services
and local regulation to ensure cost-effectiveness
and quality of service.

Section 17A is one of several measures designed
to encourage councils to seek efficiency, and to
encourage councils to “partner” with each other
and with other bodies to deliver services
efficiently.

This treatment impacts the likelihood of the risk
by acting to identify and therefore act against
inefficiencies and/or inadequacies in the delivery
of services.

Printed: 14 Sep 2017 14:20:09 by Katja Jenkins for Waikato District Council

SIGNOFF(S):

DUE DATE:

FREQUENCY:

SIGNOFF(S):
DUE DATE:

FREQUENCY:

Sue O'Gorman
Tony Whittaker
Tim Harty

01 Oct 2017
The first Day of every 3 months

Tony Whittaker
30 Apr 2018
The last Day of every 12 months
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DISTRICT COUNCIL
Te Kaunihera aa Takiwaa o Waoikato

Open Meeting

To | Audit & Risk Committee

From | Tony Whittaker
General Manager Strategy & Support

Date | || September 2017

Prepared by | Katja Jenkins
Project Management Advisor

Chief Executive Approved | Y
Reference # | GOVI318/ 1803273
Report Title | Organisational Risk Direction

l. EXECUTIVE SUMMARY

This report provides an overview of organisational risk direction demonstrated through:
= A progress update on the Organisational Risk Awareness project; and

* Organisational risk activities.

2. RECOMMENDATION

THAT the report from the General Manager Strategy & Support be received.

3. DISCUSSION

Organisational Risk Awareness Project

The project is currently on track.

The following items demonstrate the progress of the Organisational Risk Awareness Project
(“ORA”) since the last Executive Leadership Team (“ELT”) update.

Activities completed:

* Training for all existing staff in the use of the Promapp risk tool

»  KPMG risk training with the ELT

» KPMG facilitated Risk Appetite Statement (“RAS”) workshop with ELT

= Alignment of risk terminology (to simplify the language with consideration to Promapp
tool limitations)

= Benchmarking against other councils

Page | Version 2
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» Updated Policy approved by staff engagement group

= Risk Management calendar created

Activities underway:

* Cross organisational engagement (engagement plan delivery on-going)

» Updated Risk Framework drafted (pending update with risk appetite statements)
» Updated Risk Matrix drafted

* Develop risk management process training

* Develop risk management induction package

Upcoming activities:

= Risk appetite discussion with Audit & Risk Committee

* Adopt and socialise risk appetite statements with organisation
» Update risk management tool box

* Identify reporting requirements

Issues identified:

= The timing of the ELT risk appetite workshop has not allowed sufficient time to bring
this information to the Audit & Risk Committee.

— It has been agreed that a special meeting will be arranged with the Audit & Risk
Committee to allow time for the discussion.

= Lack of proactive risk management (overdue sign off).

— Follow up with a number of risk and treatment owners is required, however a
significant improvement has been demonstrated since training finalised.

Good progress is being made and Executive support continues to be a key contributor to
delivering successful project outcomes. There remains a requirement for third tier
managers to fully engage to communicate expectations and promote activity with their staff.

Organisational Risk Activities

An increase in regular proactive engagement relating to risk management has been
demonstrated. Risk register reviews have been well received by the teams involved and will
be scheduled regularly in a Risk Management calendar.

On 06 September 2017 a number of representatives attended the bi-annual KPMG insights
session which included discussion on the common interest in development of risk culture
and risk management activities across the Local Government sector.

There is on-going work with business units to complete risk assessments for Activity
Management Plans.

Page 2 Version 4.0
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Work is taking place with Project Managers across the organisation to help facilitate project
risk identification and assessment. Projects include (but are not limited to);

»= CCO Business Case
* Managing Threats Programme

* Easier Consenting (RMA changes)

4, CONCLUSION

Staff engagement continues to improve and a greater understanding of the relevance of risk
management is demonstrated through the amount and content of conversations that are
actively taking place across the organisation.

Continued focus on change management and on-going Executive support along with

improved third tier management support is required to progress embedding a culture of risk
management into the organisation.

5. ATTACHMENTS

NIL

Page 3 Version 4.0
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DISTRICT COUNCIL
Te Kaunihera aa Takiwaa o Waoikato

Open Meeting

To | Audit & Risk Committee

From | Tony Whittaker
General Manager Strategy & Support

Date | || September 2017

Prepared by | Madelina Baena-Escamilla
Continuous Improvement Analyst

Chief Executive Approved | Y
Reference # | GOVI318/ 1801976
Report Title | Update on Process Audit and Quality Improvement

I. EXECUTIVE SUMMARY

This report outlines work planned and undertaken to support quality improvement
throughout the business. It covers the process audit programme, policy review and
process improvement.

2. DISCUSSION

2.1. Process Audit Programme

Internal Auditor will be held in October. 16 trained auditors are in place with 14 more due
to be trained to ensure that the 2017/2018 audit schedule is met.

An initial Audit Schedule has been developed by the current auditors; once the Auditor

training has been completed additional processes will be included (see
Audit Schedule 2017-2018).

2.2. Policy

The work programme for reviewing internal and external Council policies is progressing
as planned.

Two policies have been reviewed and updated during the last quarter:
» Reimbursements for Elected Members Policy

* Te Kaupapa Here o Ngaa Tohu Reorua - Bilingual Signage Policy

Page | Version 1.0
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Policies already reviewed by the Staff Engagement Group waiting to be approved by
Executive Leadership Team:

* Child Protection Policy (new)
= Risk Management Policy

* Email Use Policy

Email Release Policy

Other policies being created or reviewed are:
= Disability Policy (new)

* Business Continuity Policy

* Lone Worker Policy

* ‘Long Long’ (long sleeve/long pants) Policy
* Harassment and Bullying Policy

» Corporate Uniform Policy

*  Community Engagement

* Internet Use Policy

*= Remote Access Policy
2.3. Process Improvement Forum

The waters team has made great progress with 17 new processes finalised and published in
the water operations and treatment plant teams and another 53 being drafted.

The main focus in the other groups has been to review and re-publish out of date processes
(processes that haven’t been reviewed in the past 12 months).

The Improvement Forum meets on a monthly basis to drive Council’s quality management
system and encourage process mapping and continuous improvement. Process champions
have been delivering training to new staff and helping process experts to finalise and publish
their processes. The work program for the Improvement forum includes finding new ways
to engage staff in using and reviewing their processes, and improvement initiatives to refresh
some processes.

Last month at the Promapp Regional User Group, Waikato District Council was recognised
as an industry leader in the improvement of business processes. Three of Council’s
Promapp Champions were invited to speak about our corporate management systems
dealing with quality, risk and customer feedback. These systems and the processes mapped
have allowed us to achieve outstanding results in different areas of our business. As a result
of this, several councils have contacted us to learn more about our experience and Promapp
has requested our support to prepare a case study on the Waikato District Council
management systems.
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3. RECOMMENDATIONS

THAT the report from the General Manager Strategy & Support be received.

4., ATTACHMENTS

Process Audit Schedule 2017 - 2018

Page 3 Version 1.0
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Audit Schedule 2017 — 2018 (To be completed by 28 February 2018)

Group/Team

Processes

Owners and
Experts

Auditors

Zero Harm

Report and Investigate a Near Miss Work Event (Non
Injury)

Report and Investigate a Work Incident or Injury

Manage Employee Rehabilitation for Work Related Injuries

Kevin Lockley
Kylie Anderson

Reece Turner
Kay Warren)
Paul Harrison (To be trained)

Human Resources /
Zero Harm

Manage Worker who is considered to be not Worksafe
Arrange for employee to be tested for alcohol or drugs

Investigate Misconduct and Take Appropriate Disciplinary
Action

Vanessa Jenkins
Kevin Lockley
Sarfraz Hapuku

Madelina Baena-Escamilla
Elijah Tamati

Roading

Receive and Enter Vehicle Entrance Application
Manage Requests for Change of Speed Limit

Paul Harrison
Wayne Furlong

Helen Geddes
Pam Osborne

Process a Rural or Urban Road Number Request through a
Service Requests

Process a Rural or Urban Road Number Requests for a
new subdivision

William Gauntlett
Yuto Tsuchiya

Christine Cunningham
Sharlene Jenkins
Cameron Aplin (To be trained)

Environmental Health

Process Application for Special Licence Alan Parkes Sarfraz Hapuku
Issue Special Licence Sudhir Kumar Teressa Howe
Inspect or monitor alcohol licensed premises Christine .

. . Debbie Dalbeth
Issue Alcohol Licence Cunningham

) Sandra Kelly
Issue Alcohol Licence Renewal Alan Parkes

Manage Library Memberships
Manage Customer Payments/Debt for Library Items

Denise Lamb

Susan Toogood

Libraries Manage Dogs in Libraries Merren Tait Phyllis Hefang
Manage 'Claims Returned' process
Engage a New Supplier Nicky Hunter Annetta Purdy
Finance Create an Electronic Purchase Order S Y Claude Shaw
) ) tephen Thompson ) )
Receipt an Electronic Purchase Order Samantha Fredrick (To be trained)
Procurement Processed still to be defined with Manager
Woaters Processed still to be defined with Manager



https://go.promapp.com/waikatodc/Process/534db9ce-dba4-4b3b-a3f5-6e71e45c9904?force=True
https://go.promapp.com/waikatodc/Process/534db9ce-dba4-4b3b-a3f5-6e71e45c9904?force=True
https://go.promapp.com/waikatodc/Process/086f5320-1f14-4023-a4f0-122ae8dc86b9
https://go.promapp.com/waikatodc/Process?processUniqueId=e97c85f9-5e2a-408b-b212-153eb9b843be
https://go.promapp.com/waikatodc/Process?processUniqueId=e5f4b3de-2997-4dd9-840d-b5fca84b65a0
https://go.promapp.com/waikatodc/Process?processUniqueId=56328339-31d0-4d5f-a82b-10256450cfa1
https://go.promapp.com/waikatodc/Process?processUniqueId=7713800a-94df-4281-a660-2c7ab0f06f59
https://go.promapp.com/waikatodc/Process?processUniqueId=7713800a-94df-4281-a660-2c7ab0f06f59
https://go.promapp.com/waikatodc/Process/bc18693e-fa61-48f5-ac22-cba5570ff0f3
https://go.promapp.com/waikatodc/Process/93ebc316-184a-4fe5-8491-4efc796654be
https://go.promapp.com/waikatodc/Process/bb390b63-b093-490e-98b8-e9630593ac94
https://go.promapp.com/waikatodc/Process/bb390b63-b093-490e-98b8-e9630593ac94
https://go.promapp.com/waikatodc/Process/d41d56c9-4ecf-442a-9ffe-a363119b63a2
https://go.promapp.com/waikatodc/Process/d41d56c9-4ecf-442a-9ffe-a363119b63a2
https://go.promapp.com/waikatodc/Process/b60101b9-e1a1-47b1-98a7-404baa5abc4f
https://go.promapp.com/waikatodc/Process?processUniqueId=d4a2f3ce-1c41-4168-9f5a-bb59683a632c
https://go.promapp.com/waikatodc/Process/6e53023c-49da-48ba-9687-b5aa0479e330
https://go.promapp.com/waikatodc/Process/f8ad7566-95c0-457a-97dd-3d2c72587e0f
https://go.promapp.com/waikatodc/Process/d5b64b1f-7ce5-484c-ace7-12cfc2680fa9
https://go.promapp.com/waikatodc/Process/f7d74ddb-0bb8-4dae-912a-6a2c50f05db5
https://go.promapp.com/waikatodc/Process/2cd350db-08d1-4ec6-82d3-a68000959542
https://go.promapp.com/waikatodc/Process/24ab9501-3134-404e-a863-57cb4a9a9884
https://go.promapp.com/waikatodc/Process/9c1234c4-2390-4ee0-9a2b-7479702f69c4
https://go.promapp.com/waikatodc/Process?processUniqueId=a2697146-38f8-453b-b486-8991c7dfda21
https://go.promapp.com/waikatodc/Process?processUniqueId=a334e244-8401-4d0e-be2c-be4655fd3865
https://go.promapp.com/waikatodc/Process/171236c6-89dd-4c84-8292-e85b81724f33?force=False
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Information Technology

Processed still to be defined with Manager
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DISTRICT COUNCIL
Te Kaunihera aa Takiwaa o Waoikato

Open Meeting

To | Audit & Risk Committee
From | Tony Whittaker
General Manager Strategy & Support
Date | || September 2017
Prepared by | Sharlene Jenkins
PA General Manager Strategy & Support
Chief Executive Approved | Y
Reference # | GOVI318/ 1803062
Report Title | Updated Future Workplan

l. EXECUTIVE SUMMARY

The purpose of this report is to present an updated Future Work Plan for the
Committee’s information.

2. RECOMMENDATION

0
THAT the report from the General Manager Strategy & Support be received.

3. ATTACHMENTS

Updated Future Work Plan

Page | Version 4.0
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AUDIT & RISK COMMITTEE
Updated Future Work Plan

Date

Key meeting topic

Standing items for
all meetings

22 September 2017

Review of Audit & Risk
Committee performance against
Terms of Reference

Annual Report

October 2017

Date to be confirmed

Risk Appetite
Insurance review

I3 December 2017

H&S Management framework
Audit Management Report

March 2018

Date to be confirmed

Review of CCO Statements of
Intent

Annual Report Programme

July 2018

Date to be confirmed

Risk Management framework

Internal Audit Programme
(deferred)

Annual Report Programme
Compliance

External contracts

H&S update on H&S
performance against agreed
targets, systemic issues
identified which can be fed into
the risk control framework
Rolling review of bylaw &
policies — schedule to be
agreed

Post project appraisals on key
investments.

Update on progress against
Audit management report
Update on risk management
actions, progress on mitigations
and direction of travel of risk

Page 2

Version 4.0
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DISTRICT COUNCIL
Te Kaunihera aa Takiwaa o Waoikato

Open Meeting

To | Audit & Risk Committee
From | Gavin lon
Chief Executive
Date | 28 July 2017

Prepared by | Rose Gray
Council Support Manager
Chief Executive Approved | Y

Reference # | GOVI30I

Report Title | Exclusion of the Public

l. EXECUTIVE SUMMARY

To exclude the public from the whole or part of the proceedings of the meeting to enable
the Audit & Risk Committee to deliberate and make decisions in private on public excluded
items.

2. RECOMMENDATION

THAT the report of the Chief Executive be received;

AND THAT the public be excluded from the meeting to enable the Audit & Risk
Committee to deliberate and make decisions on the following items of business:

Confirmation of Minutes dated Wednesday 5 July 2017.

REPORTS

a. Fraud Declaration

The general subject of the matter to be considered while the public is excluded, the
reason, and the specific grounds under section 48(1) of the Local Government Official
Information and Meetings Act 1987 are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the
withhold exists under: passing of this resolution is:

Section 7(2)(a) Section 48(1)(a)(d)

Page | — Public Excluded Version 5.0
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b. Contract Management - Service Delivery

The general subject of the matter to be considered while the public is excluded, the
reason, and the specific grounds under section 48(1) of the Local Government Official
Information and Meetings Act 1987 are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the
withhold exists under: passing of this resolution is:

Section 7(2)(a)(f)(i)(ii)(g) Section 48(1)(3)(a)(i)(ii)(d)

c. KPMG Investigation
The general subject of the matter to be considered while the public is excluded, the
reason, and the specific grounds under section 48(1) of the Local Government Official

Information and Meetings Act 1987 are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the
withhold exists under: passing of this resolution is:

Section 7(2)(b)(i)(ii) Section 48(1)(3)(d)

d. Audit of Contracts
The general subject of the matter to be considered while the public is excluded, the
reason, and the specific grounds under section 48(1) of the Local Government Official

Information and Meetings Act 1987 are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the

withhold exists under: passing of this resolution is:
Section 7(2)(b)(i)(ii) Section 48(1)(3)(d)
e. Register of Members’ Interest — Elected Members and Senior Staff

The general subject of the matter to be considered while the public is excluded, the
reason, and the specific grounds under section 48(1) of the Local Government Official
Information and Meetings Act 1987 are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the
withhold exists under: passing of this resolution is:

Section 7(2)(f)(h)(i)(j) Section 48(1)(3)(a)(d)
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f. Committee Time with Audit New Zealand

The general subject of the matter to be considered while the public is excluded, the
reason, and the specific grounds under section 48(1) of the Local Government Official
Information and Meetings Act 1987 are as follows:

Reason for passing this resolution to Ground(s) under section 48(1) for the
withhold exists under: passing of this resolution is:

Section 7(2)(f)(g)(h)())() Section 48(1)(a)(d)

AND FURTHER THAT Ms Devlin (Chair), Mr Pieterse and Ms Procter (Audit
New Zealand) remain in the meeting after the public has been excluded to
chair/facilitate the discussion on items in PEX 7 [Public excluded items] in the
public excluded section of the meeting.

3. ATTACHMENTS
Nil
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